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1
1.1

1.2

Introduction

CS Access Control introduction

CS Technologies manufactures a range of electronic access control systems. This manual
describes the systems and their components, and how to install and configure them.

A CS Access control system consists of three components.

Controller

The controller is the heart of the system. Itis an intelligent 'black box' which contains all the
programming necessary to allow people to enter the attached doors or other devices. Controllers
come in two types, depending on the firmware which is loaded into them.

Door controllers have the capacity for up to four readers, to control doors. They also can have
many alarm areas and inputs.

Elevator controllers have the capacity for a single reader controlling many outputs, to control an
elevator.

There are a number of expansion options available for the controller which enhance its power and
flexibility.

Reader + Credential

The reader and its associated credential is what identifies a user to the system. The CS controller
recognises many different types of credentials. These include Silkey, Mag-stripe, Wiegand,
various keypads, proximity cards and biometric credentials.

Software

The software is the 'front end' of the system. It runs on any Windows PC and allows configuration
of the system, management of users and generation of reports. There are two software packages
available, the entry-level PC3 software and the high-end Advent software.

This document describes the system, both from a conceptual viewpoint and also from the
practical aspect of installing and maintaining the systems.

More information can be found in the following sections:

System overview

Installing the software
Controller installation
Doors

Alarms and inputs
Elevators

Reader installation

Output and input expansion

There is also a glossary of terms.

The applicable hardware, firmware and software details can be found in the Applicable revisions
section.
More information on other CS Technologies products can be found on the More information page.

Applicable hardware and software
This manual refers to CS Technologies networked access control systems.

Board hardware: the board revision referred to is revision 2.3

© 2003 CS Technologies
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1.3

Firmware: the firmware referred to is Universal 'Big Chip' firmware, revision UB474
(doors/alarms) and UBL475 (elevators) or greater

Software: the software referred to is Advent revision 352 or greater, or PC3 revision
188 or greater

Back to introduction

More information

More information on CS Technologies products can be found at http://www.cstech.biz.

There is a discussion forum on CS Technologies networked controllers at www.cstech.biz/cqi-
bin/Ultimate.cgi?action=intro

CS Technologies can be contacted by email at support@cstech.biz .

or by writing to

CS Technologies

27 Bank Street (PO Box 1019)
Meadowbank NSW 2114
Australia

Tel: +61 2 9809 0588
Fax: +61 2 9809 2446

Back to introduction

© 2003 CS Technologies
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2
2.1

2.2

Access Control components

System overview

The CS Technologies access control system allows powerful management of access to doors,
elevators, alarm areas and also provides cost-effective energy management. The system consists
of a network of intelligent 'black boxes' each of which controls a group of doors, an elevator or
alarm processor. Each controller is fully distributed, and contains all programming necessary for
seamless continuous operation regardless of the rest of the system.

Because the system is fully distributed, even the most complex access control or building
management system can be broken down into small chunks to ensure that a dependable and
cost-effective solution can be provided.

Controller network —can be 2-wire R5435 orvia IP network — up to 128 controllars per location

o5

IBhi-compatible P minning
Windows 95, 98, ME, NT or 2000

i

Cantmllers each operate doors, an ek uatu'TIigI'rﬁng contral, air conditioning control andfor alam areas

The PC runs software (either PC3 or Advent) which allows programming and monitoring of the
activities in the controllers.

The controllers connect to readers and doors, or elevators, or alarm areas to provide control of
the system.

The elements that make up the system are detailed in the following sections:

Controller
Reader/Credential
Output expansion

Input expansion
Software

Controller

The CS Controller is the heart of the CS access control system.

The controller contains:
user credentials
access levels
timezones

public holidays
door settings

© 2003 CS Technologies
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2.3

The key to the reliability and power of the CS system is the unique feature-set of the controller
itself. Each controller contains all of the programming necessary to continue operation completely
independent of the rest of the system meaning that in the event of failure of a PC, communication
link or other part of the system, users can still gain access and a complex site can be broken up
into segments each of which is very reliable.

Microprocessor - a reliable microprocessor module with integrated real-time-clock, battery
backed RAM and ROM

AC or DC power input - the controller can operate from either 16VAC or 12VDC input. When
powered by 12VDC the same power supply can be used for both the controller and electric
strikes

Communication port - it can be configured to communicate in either RS232 or RS485 format,
and has an in-built converter for either format.

Individually addressable - an expansion port allows the addition of relay and input expansion
boards

Relay outputs - four heavy-duty relay outputs with ‘form-C' contacts are provided on-board.
Buffered inputs - digital inputs on the board are buffered and diode-protected

Flexible configuration - many different firmware types are available to allow the controller to
have a wide variety of functionality

Flash upgrade - the controller personality can be changed by downloading new firmware. This
can even be done on an established network of controllers from the central PC.

The controller has 8 digital inputs (IN1-IN8), 4 digital outputs (OUT1-OUT4), 2 "Point identification
gadget' ports (PIG1-PIG2) and four on-board relays (RELAY1-RELAY4). A diagram of the
controller is shown below.
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When installed, the controller interfaces to various items. These include:
Readers
Output expansion boards
Input expansion boards
Software

System overview

Reader/Credential

A credential is something like a key, card, PIN, fingerprint etc - anything which uniquely identifies
a user to the system.

The reader is what accepts this credential and relays it to the controller for processing. A key
feature of the CS system is that for every user a full 32-bits of data is stored. This means that

© 2003 CS Technologies
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unlike other systems there is no necessity for a system 'site code' or 'degraded mode' - the
system operates in full security mode at all times, and multiple site codes are supported as every
single user effectively has their own individual site code.

The controller firmware can be configured to accept readers with formats including iButton,
Clock+Data, Wiegand and Presco.

The system supports a very wide range of readers and credentials. The list below is by no means
exhaustive. Some examples include:

Silkey reader (Silicon Key)

The Silicon Key is a revolutionary access credential based on iButton
technology. The keys and readers are manufactured from stainless steel
and are extremely durable. They are also a high security device because
they are impossible to duplicate and are guaranteed to be unique world
wide. They carry a lifetime guarantee and can be ‘branded' in the
attractive keyfob to suit a particular client or application.

Mag-stripe reader

Mag-stripe format works with any mag-stripe card reader, or any reader
with a clock and data interface. The firmware can be configured to read
track 2, track 1 and a variety of proprietary card formats also. The mag-
stripe programming is very flexible in that any part of the mag-stripe data —
string can be extracted and used as the user's credential. Card
parameters set the start and length of the site code and the card number
and thus the system can easily be configured to work with a wide variety
of existing cards too.

Presco keypad

The Presco format is a 1-wire current loop used with a durable range of
keypads and prox readers manufactured by Nidac Security. Using
Presco format PIN numbers can be any length from 3-9 digits and the
keypads are available as low-cost or vandalproof versions.

Wiegand readers '
They system supports any type of wiegand reader. The system stores a

full 32-bit credential for each user so it works with any site code, any b
combination of site codes, individual site codes for each user and any -
length of wiegand data. Different wiegand lengths can be mixed in the r:!j
system and every user has an individual site code so there is no
restriction on the cards required. Some typical formats used include 26-
bit, 27-bit, 32-bit, 34-bit, 40 bit and the system also supports a wide
variety of encrypted cards. The wiegand interface works with any
wiegand reader including Sensor, HID, Keri, Ultraprox, Essex,
Codeguard, Casi-Rusco, Motorola, Indala, Cotag and any other standard
wiegand format device

Smartcard readers -
The CS smartcard reader works with Infineer, Proton, eCard and various j
university card formats. The system also works with contactless .
smartcards including Mifare and Legic.

Fingerprint reader

The CS fingerprint reader provides a durable and reliable fingerprint
reader for accurate biometric identification. Utilising a Silkey with the
stored fingerprint for '1:1' verification the reader is fast and unlimited in
capability because each user carries his/her own biometric template in
the button.

Detailed information on the installation of readers can be found in the reader installation chapter.

System overview

© 2003 CS Technologies
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2.4

Output expansion

The controller is equipped with four on-board relays. This can be expanded in a number of ways.
Expansion is always subject to the firmware within the controller and other constraints.

Output expansion is used with door/alarm firmware to increase the number of outputs which are
available for reporting alarms, alarm area status and other types of alarm functions.

Output expansion is used with elevator firmware to increase the number of controlled floors. Up to
250 floors can be controlled per controller.

There are four types of output expansion possible.

4-way relay board

The 4-way relay board allows expansion of the outputs of the controller in groups of 4 relays. Up
to three 4-way relay expansion boards can be added to the controller to make a total of 16 relays
altogether.

Using 4-way relay boards it is not possible to mix these with any other types of output or input
expansion nor to expand to more than 16 relays.

Expanding using 4-way relay boards 'uses up' inputs on the board as follows:

4-way expansion board |Relays added |Inputs used up
4-way expansion board 1  |Relays 5-8 Uses up inputs IN3, OUT2, OUT3 and OUT4
4-way expansion board 2  |Relays 9-12 Uses up inputs IN5, IN6, IN7 and IN8

4-way expansion board 3  |[Relays 13-16 Uses up inputs IN4, PIG1 and PIG2

For more details on the installation of the 4-way expansion boards see the 4-way expansion
board topic.

16-way relay board
The 16-way relay board allows expansion of the outputs of the controller in groups of 16. Using
16-way relay expansion boards the controller can be expanded to have up to 250 relay outputs.

Expanding using 16-way relay boards uses up 1/O on the board as follows: IN3, IN4, IN5, IN6,
IN7, IN8, OUT2, OUT3, OUT4, PIG1 and PIG2. Effectively this means that only a single reader
can be supported on a controller with 16-way relay expansion in place.

For more details on the installation of the 16-way expansion boards see the 16-way relay board
topic.

PIG relay output

The system supports a CS innovation called the Point Identification Gadget or PIG. Essentially a
PIG is an 'addressable’ input or output. PIGs are arranged on a 'pig bus', sometimes driven by a
'pig booster' and allow very cost-effective expansion of the system because they can add as few
as a single output and a single input to the system. They also have the advantage that they don't
use up as many inputs and outputs on the board.

Output expansion using PIGs is done using the PIG-3 module which has a single relay output and
a single input. Multiple PIG-3's can be added to the system on the PIG1/PIG2 bus to provide
flexible expansion capabilities.

For more details on the installation of PIG relay see the PIG-3 topic.
More information on the PIG bus can be found in the Point Identification Gadgets topic.

Slave relays connected to unused I/O

With universal firmware any unused input or output can be used to drive a slave relay. There are
many ‘transistor-driven’ relay outputs available, usually used as outputs driven by transistor
outputs from alarm panels. Examples are the Nidac CR1 and the MCM slave relay. Any unused
input or output port can be used to drive one of these and configured within the system as an
additional relay output.

© 2003 CS Technologies
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2.5

More information on the installation of slave relays can be found in the slave relays topic.

System overview

Input expansion

Itis often desired to expand the number of inputs on the controller.

When the controller is a door/alarm controller additional inputs may be required for exit request,
door status, alarm points or alarm control (arm/disarm) inputs.

When the controller is an elevator controller additional inputs may be required for floor
destination reporting or for connection of intercom inputs to trigger the outputs.

There are three types of input expansion available.

On-board inputs
The controller has 14 general purpose digital inputs and outputs. These are designated as
IN1-IN8
OUT1-0UT4
PIG1-PIG2
In many cases all of these are 'used up' by readers, expansion boards or other functions.
However unused inputs can always be utilised as inputs for any function in the program. For
example a 3-reader system with Silkey readers will use up IN1, IN3, IN5 and OUT1, OUT2, OUT3
for the readers. This leaves IN2, 4, 6, 7, 8, OUT4, PIG1 and PIG2 as all spare inputs available for
use as exit request, door status or alarm inputs.

16-way input expansion board
The 16-way input board allows expansion of the inputs of the controller in groups of 16. Using 16-
way input expansion boards the controller can be expanded to have up to 250 inputs.

Expanding using 16-way input boards uses up 1/O on the board as follows: IN3, IN4, IN5, IN6,
IN7, IN8, OUT2, OUT3, OUT4, PIG1 and PIG2. Effectively this means that only a single reader
can be supported on a controller with 16-way input expansion in place.

For more details on the installation of the 16-way input expansion boards see the 16-way input
board topic.

PIG inputs

The system supports a CS innovation called the Point Identification Gadget or PIG. Essentially a
PIG is an 'addressable’ input or output. PIGs are arranged on a 'pig bus', sometimes driven by a
'pig booster' and allow very cost-effective expansion of the system because they can add as few
as a single output and a single input to the system. They also have the advantage that they don't
use up as many inputs and outputs on the board.

Input expansion using PIGs is done using various devices including the PIG-2, PIG-3 or PIGPEN
modules. PIGs provide a powerful and effective way to expand the inputs.

The PIG-2 adds two additional inputs to the controller. For more details see the PIG-2 topic.

The PIG-3 adds a single additional input plus an output to the controller. For more details see the
PIG-3 topic.

The PIG-PEN adds up to 48 addiitonal inputs to the controller. For more details see the PIG-PEN
topic.

More information on the PIG bus can be found in the Point Identification Gadgets topic.

System overview

© 2003 CS Technologies
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2.6

26.1

Software

The software runs on a PC which is connected to the controller network, and allows programming
and monitoring of all activities on the system.

There are two software packages available for the system, Advent and PC3. Advent is the
flagship product, providing signficantly enhanced capabilities. PC3 is the 'entry-level' software
package for the system.

For more details on Advent see the Advent topic.

For more details on PC3 see the PC3 topic.

Comparison of PC3 and Advent software

PC requirements
System overview

Advent

CS Technologies Advent software provides advanced capabilities in the management and control
of the CS Technologies access control system. The software runs on a PC and provides all the
functionality to define the access control system including controllers, doors, elevators and alarm
points. Management of users, timezones and public holidays is very simple, and the system
monitors the controllers in the network and logs all transactions to the computer hard disk for
retrieval via an easy-to-use report manager.

Advent builds on the reliable PC3 for Windows platform, adding a host of enhanced features
including support for multiple communication servers, reporting and logging workstations and an
attractive user interface.

As with PC3 for Windows, Advent software is designed to work with Microsoft operating systems
under standard IBM-PC architecture. Multiple workstations and communications servers share
data via standard ‘file sharing' meaning that the system works with any Local Area Network.
Advent introduces command buffering, meaning that controllers download 'in the background'
allowing fast and convenient interaction with the program. Offline controllers automatically update
to the correct information when they come online making the system robust and reliable.

A cornerstone of the CS Technologies system is its reliability which is guaranteed because all of
the controllers are fully distributed — they all contain the information required to grant access at a
particular door including timezones, public holidays, access levels and of course user credentials.
Advent extends this feature by also permitting distributed communications servers. Multiple PC's
can be linked together via a LAN with a central database, allowing large systems to be integrated
via existing network cabling, without requiring additional dedicated security cables between
buildings. If there is a LAN connection between the buildings then the system can encompass all
required access points without the need for dedicated inter-building cabling. This can significantly
reduce costs as well as making installation fast and simple.

The software incorporates a full range of features to allow comprehensive control of any facility.
These include:

o control doors, lifts, alarms from a single integrated front end

o extensive operator control and logging. Operators only see the functions they are allowed to
use

o display live status of door, elevator and alarm points

o external interfaces allow easy interfacing to other programs.

o Awide range of readers supported including silicon key, wiegand, mag-stripe (track 1 and 2),
proximity, Presco, smartcard and many others. Very flexible configuration options allows just
about any credential to be used.

e Multiple workstations and comms servers.

CS Technologies Advent software forms part of an integrated door, elevator, alarm and energy-
management system and is the ideal solution for control of any facility.

© 2003 CS Technologies
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Comparison of PC3 and Advent software
PC requirements
System overview

26.2 PC3

PC3 for Windows software is the 'entry level' software for CS Technologies access control
systems. The software provides all the functionality to define the access control system including
controllers, doors, elevators and alarm points. Management of users, timezones and public
holidays is very simple, and the system monitors the controllers in the network and logs all
transactions to the computer hard disk for retrieval via an easy-to-use report manager.

PC3 is a single user system, and any programming done requires that the controllers be online
and communicating for the programming to be effective. It allows controls of doors, elevators and
alarm areas.

Comparison of PC3 and Advent software
PC requirements
System overview
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2.6.3

Comparison of Advent and PC3

Advent and PC3 both work with CS Controllers. However Advent is far more powerful. A summary
of the main differences between Advent and PC3 is tabulated below.

Feature

PC3

Advent

Communication
with controllers

Controllers must be
online for
commands to be
effective

Commands are buffered for transmission to offline
controllers automatically when they come online

Number of PCs

One

Many - one server and multiple workstations

Network layout

Simple - one PC,
one com port, up to
128 controllers

Complex - as many PCs as are required. PCs can each
have parts of the controller network connected, to form
'locations' each of which can have up to 128 controllers.

Locations One with up to 128 Up to 50 each with 128 controllers
controllers
Timezones Up to 20 standard  Unlimited - timezones are automatically loaded only into

and 20 extended
timezones which are
shared system-wide

the relevant controllers so many more timezones can be
defined.

Access levels

Up to 1000 access
levels

Unlimited - access levels are automatically loaded only
into the relevant controllers so many more access levels
can be defined

Access levels per
user

1 door access level
and 1 elevator

Up to 50 door and elevator access levels per user.

access level

Log window Yes Yes
Alarm window No Yes
Disarmed areas |No Yes
window

Armed areas No Yes
window

Toolbar No Yes
Alarm handling No Yes

fonts

Emailing of alarms |[No Yes (with optional email software plug-in)
Programmable No Yes

macros

Global events No Yes

\Workstation No Yes

settings

Ability to change No Yes

Modem
connections

Rudimentary - a
single location can
be either directly
connected or
modem connected

Powerful - each location can be directly connected to one
of the PCs in the network or connected via modem to one
of the PCs in the network

External interfaces

Basic

Complex - multiple external interfaces defined

Backup

Copies 'DAT files
directly

Creates a zipped backup

backups

Automatic archive No Programmable automatic backup occurring at a particular
time each day
Auto-delete of No If enabled, automatically deletes backups more than a

month old.

PC requirements

© 2003 CS Technologies



CS Technologies hardware installation guide Access Control components 16

System overview

2.6.4 PCrequirements

A typical PC requirement for efficient operation with either Advent or PC3 software would be:

Intel Pentium II, Pentium IIl, Pentium 4 or greater

Windows 95, 98, ME, NT, 2000 or XP operating system
Minimum of 64MB RAM

At least 50MB free hard disk space

One serial (com) port for communications with controllers

One parallel port for connection of a printer

Floppy disk drive, CD-ROM, keyboard, mouse

SVGA monitor configured for at least 800 x 600 screen resolution

Additional requirements for networked Advent

In addition, for networked copies of Advent, all PCs in the network running Advent must be able to
'map drives' for sharing of database and transaction files. The networking on a LAN is thus
independent of the network protocol.

The controllers talk to a com port on a PC; the database files (a proprietary format) can reside on
the C: drive which can be shared, or of course on a network drive. Other workstations must be
able to access the same directory via drive mapping so that they can observe transactions and
run reports on the system.

The polling frequency of the shared files can be specified in the software enabling the network
overhead to be minimised. The packets being passed are only small and have a negligible impact
on the network performance.

Notes

1. Advent and PC3 are both 16-bit applications. This is to ensure compatibility with a wide range
of operating systems including Windows 95, 98, ME, NT, 2000 and XP; being 16-bit it will even
run on Windows 3.1. Being a 16-bit application it runs in a '16-bit subsystem' (NTVDM) on
Windows NT, 2000 and XP.

2. The CS Controller has an inbuilt RS232-485 converter but with Windows ME, NT, 2000 or XP
this does not operate due to the hardware abstraction layer which is part of those operating
systems. We recommend the use of a CS Technologies ‘comms converter' with these operating
systems for correct system operation.

3. Advent does not install as a 'service' on Windows NT, 2000 or XP. Advent should be left
running on the PC permanently to ensure that transactions from controllers are not lost due to
buffer overruns. System administrators should consider this when running on these operating

systems as when an operator is not logged in the program will not run. Consideration should be
given in these cases to the addition of a 'user' in the operating system which will allow the

program to run while logged in while maintaining security for other parts of the system.

System overview
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3 Installing the software

3.1 Software installation

Installation of the software is done using a standard Windows installer. The software is generally
provided on a CD and there is a menu for the selection of the software package that you wish to
install.

Note that all CS Technologies software must be licensed to work on a particular PC. Any of the
CS Technologies software can be installed fromthe CD and will operate properly for 14 days.
After this time it will revert to a demonstration mode where it is fully functional except that it will no
longer communicate with the controllers. To purchase a license code for your selected program
contact your dealer or sales@cstech.biz .

The installation of Advent is covered under the Advent installation topic.

The installation of PC3 is covered under the PC3 installation topic.

The licensing of the program is covered under the Licensing topic.

3.2 Advent installation

Selecting Advent for installation brings up the standard Windows installer.

Welcome m

Welcoma 1o he Advant Selup piogam The teadan wil rstal
Ak il O Foul Conmpishs

It is strorgly recommended that vou el allWindows programs
betors nnning s Seiup program

Clhick Cancel bo quit Setup snd then dioss any pogare pou haes
nareng. Dok Kest o confrue wih e S program,

WARMMG This proguam i probechssd by copyright Law and
internatonal bealiss

Urauthorzed tepm duction or deiibubon of this peogiam, ar snp
pocwtiory of il sy reciull i seveene chil and ermiral peestes sl
vl b prosecuted bo bhe mapmum esent possbie aeder b

Corcd

Clicking 'Next' brings up the license agreement for the software. Read the agreement, and if you
agree click 'Yes' to accept the terms of the license. Next an information screen will display with
the default name and password. Click 'Next' and enter your name and company on the next page.

The next page asks for the default directory. The default directory will be 'C:\CSTECH'; the
directory tree will be created under this. Unless you have a good reason it is wise not to change
this as it makes support for the product easier if the location is not changed.

Next you will be asked for the program folder. Accepting the default setting will create a program
group in your start menu for CS Technologies files and put Advent init. Click Next again and a
summary of the selected options will be displayed; click Next here and the program will be
installed.

Note that if the installation is an upgrade from an earlier version of Advent the existing data files
will not be overwritten by the installer. However to be certain it is strongly recommended that a

backup of existing data be taken. When initially installed some default tables are created in the

database; if the installation is an upgrade the existing data files will not be overwritten.

When the program is first run a default login name and password will have been created. The
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3.3

default login name is 123 and the default password is also 123.

When first installed the program is in evaluation mode for 14 days. It must be licensed to continue
to work after this time. You will have been provided with a license code (a number something like
ADVENT1.0-ABCD-1234-5678-1234); see the section on licensing for more information.

Software installation overview

PC3 installation

Selecting PC3 for installation brings up the standard Windows installer.

Welcome ﬁl

wieleame lo the PC fon Windows Setup program. This progrem
wallinstal P fon Windosss on pow computer

It iz stangly recommended that pou et 2l '\Windoss programs
bedore rurting this Sehup program

Chck Canced to qui Sehup and Ehen dose ary progrems you have
runring. Chek Mest 1o continue wath The Selup peogram

WAHNI_NE Ths_pmglmu probected by copyrgtt bave and
ritermationd kealies.

Unauthorsed reproduction o deinbuben al this program, oF any
poation of i, may resull in severe civil and criminal penakier, and
wil be prosecuted to the maximum exbent possible under kaw.

Clicking 'Next' brings up the license agreement for the software. Read the agreement, and if you
agree click 'Yes' to accept the terms of the license. Next an information screen will display with
the default name and password. Click 'Next' and enter your name and company on the next page.

The next page asks for the default directory. The default directory will be 'C:\CSTECH'; the
directory tree will be created under this. Unless you have a good reason it is wise not to change
this as it makes support for the product easier if the location is not changed.

Next you will be asked for the program folder. Accepting the default setting will create a program
group in your start menu for CS Technologies files and put PC3 in it. Click Next again and a
summary of the selected options will be displayed; click Next here and the program will be
installed.

Note that if the installation is an upgrade from an earlier version of PC3 the existing data files will
not be overwritten by the installer. However to be certain it is strongly recommended that a
backup of existing data be taken. When initially installed some default tables are created in the
database; if the installation is an upgrade the existing data files will not be overwritten.

When the program is first run a default login name and password will have been created. The
default login name is 123 and the default password is also 123.

When first installed the program is in evaluation mode for 14 days. It must be licensed to continue
to work after this time. You will have been provided with a license code (a nhumber something like
PC31.0-ABCD-1234-5678-1234); see the section on licensing for more information.

Software installation overview
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3.4

3.4.1

Licensing

Overview

All software produced by CS Technologies is covered by licensing system, which ensures that
each copy of any CS Technologies product is licensed for use on a particular computer. The
introduction of licensing means that all products can be freely distributed, downloaded from the
internet etc, but once installed will work as evaluation or demonstration versions unless they are
authorised.

All of the programs are authorised using the CS Technologies "License" program. This is installed
along with any of the other products, and enables licensing of the products for use on a particular
computer.

When any product is first installed it will be set up as being in 'evaluation mode'. The evaluation
period of the software depends on the product itself and is typically 14 days. After this evaluation
period expires the software will revert to ‘demonstration' mode where key functionality is not
available. For example, the demonstration mode of PC3 software restricts the communications of
the software with controllers so that it can be used to demonstrate the features of the system but
not used to communicate with controllers.

Any program to be licensed will be provided with a 'license code' which is for that particular

product. A license code is a number like the following:
PC31. 0- 1234- 4567- 1234- BA12

The license code contains the product name and version, its serial number and details of the
license period — unlimited or restricted to a certain time. All this information is encrypted into the
license code.

In order to license the software to a particular computer, the licensing application is used. The
license code is entered into the program and a 'challenge code'is generated. This challenge code
along with the license code is sent to CS Technologies where it is validated and a 'response
code' returned.

The response code is entered into the licensing application and this will license that particular
program for use on that computer.

The licensing program
Software installation overview

The licensing program

The licensing program is called LICENSE.EXE. It is normally installed with the software to be
licensed, but can also be installed separately. It resides in the CA\CSTECH\LICENSE directory.
When the license program is run the window below is displayed.
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CS Technologies software licensing HE=] E3

File Help

Licenze new package | Current licenses |

Al CS Technologies zoftware products are licensed per CPU on which they are run. vou will hawe received
a zenial number with your new product which iz uzed o activate it on this PC.

1. Enter zerial number of product to be licenzed I

Mows you need to generate a 'challenge code' which links [&is zenal number ba wour PC. The code and zernial
no. are zubmitted to C5 Technologies, who will return an ‘activation code' which will icense the software .

2. Generate challenge code |

Subrmit thiz information to CS Technologies Copy to clipboard | I — |

3. Enter activation code provided by C5 I

4. Generate licenze for thiz PC | ;I

In order to license a software package, enter the serial number (license code) of the product to be
licensed.

1. Enter serial number of product to be licenzed I-"l"-BE'l 1-030E-34F7-02E4-0307

Then press the 'Generate challenge code' button. The license code will be checked for validity
and if valid, a challenge code will be generated.

License code = ABC1.1-03D6-34F7-02E4-03D7

2. Generate challenge code I Challonge code = 2E9BFE32

Subrmit thiz infarmation ta C5 Technologies Copy to clipboard I p—— |

This information must be submitted to CS Technologies. This can be done by email (simply by
clicking on the 'send email' button to open your email program with the relevant details to
support@cstech.biz), or by fax, post etc. For convenience the license code and challenge code
information can be copied to the clipboard for easy inclusion in a word processing program etc by
clicking the ‘copy to clipboard' button. You also need to detail the site name and contact details
for future technical support.

CS Technologies will process the request and validate the serial number and challenge code. In
the meantime the licensing program can be exited; the information entered will be saved for the
next time it is run so that the license code will not need to be re-entered.

Once the activation code is received, run the program again and enter the activation code.

3. Enter activation code provided by C5 I'IBEIEFE?F

Now click the 'Generate license for this PC' button. If the activation code matches the license
code then the software will be successfully licensed for use on that PC.
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4. Generate licenze for thiz PC il |Product name: ABC 1.1 ;I
- Mewver before licensed

- zenal noiz 1

- first licensed 31/8/2001

- full wergion

- licenze expiny date i 11042000

-

The license details will display, and the program can be exited.

Now when the program is run it will no longer be in evaluation mode. The Help/About screen will
display the license details and the program will be fully operational.

Software installation overview
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4
4.1

4.2

4.3

Installing controllers

Controller installation overview
Installation of the controller consists of several steps:

Mounting the controller

Connecting power supply

The circuit board

Configuring communications

Setting up the controller in software

Mounting/mechanical

The controller consists of a circuit board mounted in a lockable steel cabinet. The key to the
cabinet is taped to the outside of the box.

The controller box should be mounted using heavy duty screws to a firm surface, probably a wall.
For ease of access the controller should be in a well-lit easily accessible spot.

As with any electrical equipment the controller should not be mounted anywhere that water is
likely to go. Also, when drilling holes in the box for cable entries etc it is wise to remove the circuit
board to ensure that foreign matter such as steel shavings does not interfere with the electronics.

All cable connections to the circuit board are made using push-on connectors so removal and
installation of the circuit board is very easy.

Controller installation overview

Power supply

The system has two terminals for power connection. It can be powered by either 16-18VAC or 12-
14VDC.

DC Power

Itis strongly recommended that the controller be powered by 12-14VDC. This ensures that there
is ample supply for both the controller and any peripherals as well as door strikes. For
convenience, when powered by 12-14VDC the same supply can be used to power door strikes.
Usually the power is provided by a 13.8V power supply which will also have an integrated battery
charger. This ensures that battery backup is also provided for the system.

Reference should be made to the current requirements when calculating the size of power
supplies required.

When power is connected to the controller the power LED (LED?2) indicates that power is on.

The diagram below shows the connections for a DC power supply for the controller.
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4.3.1

S55ec

[ =
=

=
L
13.0VDE 284 = f :
- = ComMa
RESSERRE = O
HEs
& GokA
Backup cl [E i
batlery ﬁ
| le== @ a33+.
|55=§zg &5Rn2
AC Power

In some applications it is convenient to power the controller from an AC plugpack. This is not
recommended as better results are obtained when the controller is powered by DC. In this
configuration a 12V 1.2Ah rechargeable battery can be connected to the battery terminals to
provide power to the controller inthe event of an AC power failure. The plugpack should be
dedicated to powering the controller, and the battery terminals must not be used to power electric

strikes or other equipment in this configuration.

The diagram below shows the connections for an AC power supply for the controller.

AC power supply not
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Reference should be made to the current requirements when calculating the size of power
supplies required.

Controller installation overview

Current requirements

When installing controllers and expansion boards consideration should be given to ensure that
there is sufficient current capability within the power supplies to keep all equipment operating.

The table below gives the suggested allowances that should be made for each part of the system.
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If door strikes are being powered by the same supply ensure that allowance is also made for the
current draw of the door strikes also.

If multiple power supplies are used to provide power to expansion boards ensure that the 0V of all
the supplies are tied together to ensure a common reference.

Device Current draw
Controller 400mA
4-way relay expansion board 300mA
16-way relay expansion board 1A

16-way input expansion board 300mA

PI1G-2 (2 inputs) 30mA

PI1G-3 (1 input and 1 output) 50mA
Comms converter 200mA

Controller installation overview

4.4 The circuit board

A diagram of the circuit board is shown below.
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The various items on the circuit board are explained in the following sections.

Connectors

LEDs

Adjustable potentiometers
Expansion port

Fuses

Communications

The chip
Links

Controller installation overview
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44.1

Connecto

The diagram below shows the connectors on the board.
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Reader/general purpose inputs and outputs PIG bus

iRelay outputs

The RS485 and RS232 connectors are used for connecting the controller to the communications
bus. For more details on setting up communications see the communications topic.

The relay outputs are ‘form C' contacts (voltage-free) for the four on-board relays. The relays are
rated to switch up to 2A at 12VDC.

The four 6-way connectors on the bottom of the board are generally used for connection of

readers. Inputs and outputs here which are not used for readers can be used for connection of
exit buttons, door status inputs or other inputs on the board (subject to use of expansion boards
and interrupts).

Finally the PIG bus contains two ports which can be used for connection of PIGs or as single

inputs.

LEDs

Adjustable potentiometers

Expansion port

Fuses

Communications

The chip
Links

Controller installation overview
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442 LEDs

There are a number of LEDs on the board which are used to indicate various conditions.

-

LEDZ - POWER LEDS8 - TRANSMIT  LED7 - RECEIVE
\ —

el

-
ry
*

Bl

=0l =1

LED3-8 - RELAYS

LED1 - UNUSED

LED1 (to the left of the firmware chip) - with earlier versions of firmware this LED was used to
indicate communications. With universal firmware this LED flashes during some memory
accesses butis otherwise unused.

LED? - this LED indicates power connection to the board

LED3, LED4, LEDS5, LEDSG - there is one of these LEDs per relay. They indicate whether the
associated relay is active.

LED7, LEDS - these indicate communications in progress. LED7 is the 'Receive LED'; it flashes
whenever the controller is receiving a message from the PC. LEDS is the "Transmit LED'; it
flashes whenever the controller is sending a message.

Connectors

LEDs

Adjustable potentiometers
Expansion port

Fuses

Communications

The chip
Links

Controller installation overview

4.4.3 Variable resistors

There are four variable resistors on the left hand side of the board. In earlier versions of the
controller these were used to trim the input resistance for some Silkey applications where readers
were a long way from the controller. However these are now no longer used, and Pig boosters are
used instead to boost the distance for communications of Silkey readers. The diagram below
shows the location of these variable resistors.
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The variable resistors should be supplied from the factory set at 1.5K. No adjustment should be
necessary; however for completeness the testing procedure for these is below.

To test this resistance, power down the controller and use a resistance (ohm) meter connected as
follows:

Variable resistor Connections

VR2

IN1 and +V

VR3

IN3 and +V

VR4

IN5 and +V

VR5

IN7 and +V

Connectors
LEDs

Expansion port
Fuses
Communications
The chip

Links

Controller installation overview
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444 Expansion port

The controller has a built-in expansion port for connection of 4-way relay boards, 16-way relay
boards and 16-way input boards.
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EXPANSION PORT
Pin 1 (red stripe on ribbon cable) to the left

This expansion port is a 16-way header. Pin 1 on the header is always to the left, and when
expanding the ribbon cable will have ared 'trace’ which should also be to the left to ensure that
correct polarity is maintained.

Connectors

LEDs

Adjustable potentiometers
Expansion port

Fuses

Communications

The chip
Links

Controller installation overview
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445 Fuses

The controller has two on-board fuses. One of these is in series with the AC supply; the other is in
series with the DC supply.

F1 - fuse for AC supply
1A ——_ | NC1
— CoMi
1EAAC NOH
1EAAL
NCZ
comz
F2 - fuse for DC supply |~z |~ | noe
1A o NG
GOoMa
NO3
& MCL
COMe
= L]
*' [
=]
(=]
g2882f

Both fuses are rated at 1A. If the controller is powered by DC (as recommended) only the DC fuse
(F2) has any function.

Connectors
LEDs
Adjustable potentiometers

Expansion port
Communications

The chip
Links

Controller installation overview
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446 Comms chips

There are sockets for three comms chips on the controller. These are labelled U3, U4 and U5 and
are shown on the diagram below.

U3 - MAX232 or equivalent U35 - SNVS1TEP or equivalent

. ] Fitted for RS485 slave or RS232-485
Only fitted for direct RS232 or %2—485 conversion modes cunﬁmsiun el

VAL

TEVAL

=] =]
(=]

CEoT e Lo Tewm Taon

U4 - SN7S1TEP or equivalent
Only fitted for R5232-485 conversion mode

The controller can communicate in three modes:
Direct RS232 - only U3 is fitted
RS232-485 conversion - U3, U4 and U5 are all fitted
Slave RS485 - Only U5 is fitted

There are also link settings which are made in association with these different modes.
For more details regarding configuration of these chips see the communications topic.

Connectors

LEDs

Adjustable potentiometers
Expansion port

Fuses

Communications

The chip
Links

Controller installation overview
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4.47 The firmware chip

The firmware chip contains all the programming for the system. It is shown on the diagram below.

The: firmware chip
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The firmware chip stands vertically adjacent to the on-board relays.

Changing the chip
Occasionally it may be necessary to change the chip in order to upgrade the firmware. This can
be easily done provided a few simple precautions are taken.

The chip is shaped as below. The end with the curved section taken out goes at the top of the
socket. The diagram below shows the socket.

This enc goas at the fop of the Socket viewed from above
k
socket EP

I ||/_‘|| e

Cﬂnlacl sirip - do not touch

N

BOTTOM

To REMOVE the chip

1. Remove all power from the system. This can be done by unplugging the two connectors on the
left hand side of the board labelled AC and BAT.

2. Push back the two retaining clips at the top and bottom of the socket and gently push the chip

sideways to the right. It will come free and be able to be removed.

To INSERT the chip
1. Remove all power from the system.
2. Place the chip, with the curved end at the top of the socket, on an angle as shown. Wiggle the
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chip a few times to ensure that it is correctly seated, then stand the chip vertically so that it clips

into place.
Socket
<«—Chip
Wiggle
View from
bottom of
socket
Connectors
LEDs

Adjustable potentiometers
Expansion port

Fuses

Communications

Links

Controller installation overview

448 Links

There are a number of links on the board, used to configure it for various functions. The diagram
below shows the different links and the table describes their functionality.
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Colour

Link numbers

Name

Function

LK1, LK2

Firmware

downloading
links

Used for downloading of firmware to the controller
using CS Technologies 'DL' program. In normal
operation both links are off. LK1 can also be used
for connection of a normally open 'reset' switch.

(K1
[LK3 ]

LK3

SPK control
link

This two-position link enables the speaker. When
this link is DOWN, the speaker is enabled; when it
is UP the speaker is disabled and the speaker
signal is used to drive 16-way expansion boards.
This link must be UP for 16-way expansion
boards, or otherwise DOWN.

LK4, LK5, LK7

Comms links

LK4 is the 'end of line' termination for the RS485
bus. Generally left OFF.

LK5, LK7 are ON if the comms is in RS232 direct
mode, otherwise OFF. For more details see the
communications topic.

LK6

Standalone
keypad link

This link is always OFF for universal firmware.
The only situation in which it is used is for a
programming keypad with standalone firmware.

LK18

LKS8, LK17,
LK18, LK19,
LK20

Reader
interrupt links

These links are used to configure which inputs
cause interrupts to the processor for different
types of readers. For more details see the
individual reader configuration topics.

The links are associated with inputs as follows:
IN2 - LK20

IN3 - LK19

IN4 - LK18

INS, IN7 - LK17

ING, IN8 - LK8

If 16-way expansion boards are fitted then LK19,
18, 17 and 8 must be OFF.

LK9, LK10,
LK11, LK12

Reader LED
resistor links

These links are used to short out a current limiting
resistor in series with OUT1-OUT4. Usually
OUT1-OUT4 are used to drive reader LEDs. With
these links out then a LED can be placed directly
between the respective OUT and +V. With these
links in, the reader itself must provide current
limiting for the resistor. Generally these links are
IN.

LK21, LK22

Voltage
selection
links

LK21 should be DOWN (towards the centre)
unless Presco keypads are being used. When in
the UP position this provides a higher input
voltage on IN1, IN3, IN5 and IN7 which is required
by Presco keypads. For all other readers LK21
should be down.

LK22 should be UP (towards the centre) to
provide 5V to the '+V' connectors for each reader
port. If it is DOWN then 12V is provided to the '+V'
connectors. This is to provide flexibility in
powering readers. When changing this always
ensure that the reader voltage is suitable for the
setting chosen.

Connectors

LEDs

Adjustable potentiometers

Expansion port

Fuses

Communications
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4.5

The chip

Controller installation overview

Communications
Once the controller is installed the next step is getting it communicating with the PC.

Controller addressing

Each controller has an 8-way DIP switch which is used to set the controller address. Controllers
can be numbered from 1 to 128 using the DIP switches. Details of the addressing can be found in
the controller addressing topic.

Controller modes

The controller can be configured for three different communication modes. The default mode is
RS485 slave mode, where U5 is present, U3 and U4 are absent and LK5 and LK7 are absent.
More detail about the communication modes can be found in the communication modes topic.

Setting up the communications network

The standard way of setting up the communications involves the use of a Comms Converter. This
takes the RS232 output of the PC and converts it to RS485 for communicating with the
controllers. Each controller is set up in RS485 slave mode. A schematic diagram of the system
layout is below.

RSZ32to RE4ED
COMM = Conye or

= 230 | =485 F= 435 L=
= Ll
ol

=

Windows 95,22, Me, or
Iind aw s MT; 2000, #P

ke CATS LT cable (a twisted pair) for RS4S5 communication LMK

In this mode, the RS232 signals from the PC are converted to RS485 in the converter. A twisted
pair links the controllers all in parallel. The controllers are all configured as RS485 slaves, and
there is no connection to the RS232 connector on any of the controllers.

This will work with any Windows operating system.

The PC connects to the comms converter using only the RX, TX and GND connectors. PC's
generally have one or more serial ports which are either 9 or 25-pin male connectors. The signals
from the serial port connect as follows:

9-pin serial | 25-pin serial | Signal name Comms converter
port pin port pin connection
2 3 TX RX
3 2 RX TX
5 7 GND GND
4 20 DTR Not connected

The comms converter converts the signals to RS485 which come out on the A and B wires and
connect to the controller bus. Each controller has IN_A and IN_B signals, and OUT_A and
OUT_B signals for sending the signal onto the next controller. A diagram of the setup is shown

below.
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The controllers must be connected in a 'daisy-chain' configuration, one to the next. If it is
necessary to 'tee off' the bus for any reason this should be done using back-to back comms
converters. The following configuration is NOT acceptable.

COMIME Soryvlrtior

Controllers need not be numbered consecutively; as long as each controller has a unique ID then
they will all communicate without conflicting.

COMIMS & aitvertor

r Bz

Controller addressing
Communication modes
Comms converter

Controller installation overview

4.5.1 Controller addressing

Each controller must be addressed with a unique DIP switch combination. The DIP switch is a
blue or red array of 8 switches located to the right of the fuses.

The switches are DOWN to turn them ON and UP to turn them off, as labelled on the switch.
Combinations of the switches are used to select a controller number as follows:

Switch 1 1
Switch 2 2
Switch 3 4
Switch 4 8
Switch 5 16
Switch 6 32
Switch 7 64
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Switch 8 is not used.

For example, to address a controller as number 13, switches 4, 3 and 1 would be on because 13

=8+4+1.

The table below shows the switches which are on for controllers up to 29.

L

(il

rE

[

!

ELC

Controller IDSW1 SW2 SW3 SW4 |SW5 SW6 SW7
1 ON
2 ON
3 ON ON
4 ON
5 ON ON
6 ON ON
7 ON ON ON
8 ON
9 ON ON
10 ON ON
11 ON ON ON
12 ON ON
13 ON ON ON
14 ON ON ON
15 ON ON ON ON
16 ON
17 ON ON
18 ON ON
19 ON ON ON
20 ON ON
21 ON ON ON
22 ON ON ON
23 ON ON ON ON
24 ON ON
25 ON ON ON
26 ON ON ON
27 ON ON ON ON
28 ON ON ON
29 ON ON ON ON

Communication modes

Comms converter

Communications
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45.2

Communication modes

There are three possible communication modes for the controller.

RS485 slave mode

This is the most common configuration for the controller. In this mode, the RS485 bus is used for
communicating and each controller is a slave. There is usually a comms converter between the

PC and the controllers.

To set up a controller in this default mode, U3 and U4 are removed and U5 is present.

LK5 and LK7 are not present.

R5485 slave mode U5 present
U3, U4 absent
LKS, LK7 off / P
i i
f 28
I| I—||—|r.:‘:1n
Lend l ‘fuh
— @ [ | @uo -
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1EVAL | 3 WO
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HOZ
+12 ;l
v r B
= o e =
S 5 COM3
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'_éJ
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[.1 5 COMa
EI ——
5 %z
[y g W [y g = £a [y P £ [y P | £ [ B
=+ E+® X =+ X =+ X = =
‘%EEj{E éaiaqa %EES{E g'ﬁﬁ:qg %EEE

RS232 direct mode

In this mode the PC talks directly to the controller. Only a single controller can communicate with
the PCin this way. Sometimes this is used to test the communications link from the PC.

RS5232 direct mode

U3 present  US, U4 absent

LKS, LK7 on | /
f [ |e9¥=zz =232
| |I .'K = po>» ]
@ =i | -
] |I | @ o NG
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RS232-485 conversion mode

In this mode the controller converts RS232 from the PC to RS485 for the controller bus. This
mode does not work with Windows ME, NT, 2000 or XP because the required signals from the
PC (DTR) are not generated by these operating systems. If this mode is used, only one controller
can be configured in this way, and this is the controller which is connected to the PC.

RS232-485 conversion mode U3, U4, US present

LKS, LKT off

1
L]
qLa
aND

MC1
COoM1
RO

NC2
ROz

+12V
o

18VAC 3
18VAC — I|
3

HEC3
COM3

LED1

B
B+

ROZ

o) :

= g =
- —El B COM4

W = - W04

[Cme T g

o ] 155 ry = | & [ = W [ =] [ TP+

F==z L I Fz= = I = = c+ T Fz =zt I F o oy

I:I"“"":;':E DJ.EE":CE 5h |a'\15 I:I“E;"‘:E soed

Controller addressing
Comms converter

Communications

45.3 Comms converter

The CS Technologies RS232 to RS485 converter is a compact, easy to install device ideal for:
e connecting the controller and PC over large distances
o direct connection of the controller to a Windows ME, NT, 2000 or XP machine
e connection between modems and controllers

The converter has an RS232 input for connection to a PC or a modem, and an RS485 port which
is used for connection to the communications bus on all the controllers.

A typical configuration of the comms converter communicating to multiple controllers is shown
below.

Cannect to 9-pin
serial comnm. port

Windows 95 98, Me, or
Windows MNT,2000, 4P

Another use of the comms converter is to facilitate modem communication. A typical configuration
is shown below.
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4.6

Windows 95 25.Me, ar

Connectto mademns
COrmnn, port

Windows MT, 2000,4P

COMME OO Erber
ASH5

Slave Controller

Slave Controller

The port on the PC or modem will be a 9 or 25-pin com port. The TX, RX and GND signals from
the com port connect to the comms converter. The converter also requires 12VDC for operation.

A diagram of the converter and its wiring is below. 12VDC is supplied to the converter. The
RS232 device (PC or modem) connects to the RS232 port of the modem using the RX, TX and
GND connections. The RS485 output from the converter A/B connects to IN_A and IN_B on the
first controller and the communications continues from that controller OUT_A and OUT_B to the
IN_A and IN_B of the next controller and so on.
The controllers are all configured as RS485 slaves (U5 in, U3 and U4 out and LK5+7 out).
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Controller addressing

Communication modes

Communications

Configuration in software
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Once the controllers are installed the next step is to get them communicating with the software
(PC3 or Advent). Instructions for doing this are detailed below for both of these programs.

Configuring controllers in Advent

Configuring controllers in PC3
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4.6.1 Configuring controllers in Advent

When you run Advent, the first thing to do is log in. This is done by clicking the 'key' which
appears in the toolbar at the top of the screen.
7

Clicking on this key brings up the login screen. The default login name is 123 and the password is
also 123.

|
Name 123

Password i

The com port selection is made by clicking the ‘com port' icon in the toolbar.

=

Select the com port as the one to which the controllers are connected.

Direct com port E

Port com =
Baud Rate lm
Address 3F8 -
Timeout |15—
Retries IZI]—
Scan time |1—

0OK Cancel |

The next step is to add the controllers to the database (Hardware/Controllers/Insert).
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E CS TECHHOLOGIES ACCESS CONTROL
Qut Setup Devices Reports Administration [[IRINIRY Technician Window Hm

At
contrallar T
3 Contrcollar 3 EEY 4 DOOR H

— Teﬂwatuamwi
ot S
Dorect commands
Stabus

For each controller you should
¢ Name the controller
o Select the type of reader (KEY = Silicon key, PIN = Keypad, CARD = wiegand card,
ABACARD = a card where all digits are significant, ALARM = no readers, just alarms)

e Select whether it is Door/Alarm or Elevator firmware

Edit conlroller [nee type)

Location [MAIN | No. 4 ~| Mame | M
Type m Where installed | [~ Inactive
= DoorfAlarm " Elewator [~ C5 Fingerprint reader Input oplions
IIl!T...I..I.. il—_| dit | Readertype  [Buton =]
" Destination reporting ™ Pre-sense [ Select relay vis PIN I~ ™}t in e

I~ Invert 1

[ Parking [ "™ armsfdizsarms *@inne. 17 20 37 4 lnved LEDs 17 2017 37 4
Aelays Readers/Doors

4w ey 3 Edit Edit

4 relay 4
Delete Delete
El =

By pressing the 'Add' button in the Readers/Doors group box it is now possible to add doors to the
system. More information on door programming can be found in the Doors topic.

Once the controller has been added to the database it should start communicating with the PC.
The communications leds on the board (see the LEDs topic) will flash and any transactions from

the controller should start to appear in the transaction log.

Further details of the configuration of the system can be found in the Doors, Alarms and
Elevators topics.
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4.6.2

Configuring controllers in PC3

When you run PC3, the first thing to do is log in. The default login name is 123 and the password

is also 123.

MName 123
Password i

x|

Select the com port (Technician/Com port) as the one to which the controllers are connected.

EL& TECHNOLOGIES ACCESS CONTROL - [Event Log]

19/09/02 L1l:49

19/09/02 11:52 Operator CONCIZE
12/09/02 L1l:52 Operator CONCIZE

Comm port
Sike
Features
Cormpatibiliby
Utiities
Cancel overrides

Titles=

SH Quit Setup Devices Reports Administration Hardware | Techniclan Window  Help

Lt

19409502 11149

19/09/02 11652 Operacor
19709,/0F 11: 52 Opecakor
19,08/02 111584 Opecator
19/08,/02 11154 Operatox
19409502 11158 Operator

For each controller you should

s TECHMOLOGIES ACCESS CONTROL - [Event Log]
3 Quit Setup Devices Reports  Admiestration | Herdwars Technicisn  Window  Help

CORCISE
CONCIZE
CONCISE
CONCISE
CORCISE

¢ Name the controller

e Select the type of reader (KEY = Silicon key, PIN = Keypad, CARD = wiegand card,
ABACARD = a card where all digits are significant, ALARM = no readers, just alarms)

o Select whether it is Door/Alarm or Elevator firmware

Concrollet aecup

Baud Rate |9600 =

Address  |2F@ =
Time owt 25
Retries 25

[romtrober £l
Faadar Crnbmller
MHurmbor Kamc hpc hpe
n 1 “ontrollar 1 [T 4 DCOR:
it 2 Zoncrollar 2 HE! [N
Diowriloaed controbes  » PO 4 Conkrollac 3 KR 4 DOOR W
Direct commeands zelected
rat selected
= selected
memL aelected
|
Dok | Edm |
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Mumber |3 *| Mame |

Location [
* DoorfAlarm " Elevator [~ Magstripeffingerprint input options
I s Buttor |+
r ination reporting T Pre-senst il I ™ * v no
Cin f
™ Parking Preaco: [ "™ armsfdisarma Winne. 172037 4
Relays Readers{Doors
E
3 relay 2 Add
C3 relay 3
53 relay 4 Edit
Delete
E =

Type [KEY = InloOptions |

By pressing the 'Add' button in the Readers/Doors group box it is now possible to add doors to the
system. More information on door programming can be found in the Doors topic.

Once the controller has been added to the database it should start communicating with the PC.
The communications leds on the board (see the LEDs topic) will flash and any transactions from
the controller should start to appear in the transaction log.

Further details of the configuration of the system can be found in the Doors, Alarms and

Elevators topics.
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5
5.1

5.2

Doors

Door overview

Once the controllers are in the database, doors and relays can be configured. With the CS
system programming is very easy yet powerful. Multiple relays can be defined and assigned to
doors and other functions including alarm outputs.

Relays and doors/readers are defined from the controller screen (Hardware/Controllers/Edit
controller). Below is a view of the controller screen.

Edit controller {new type) n
Location |M.MN j Ma. |-| j Hame | M
Type lm Where installed | [~ Inactive
= DoorfAlarm " Elewator [~ C5 Fingerprint reader Input oplions
r nati orfin In r v P r

-

[ Parking [ "™ armefdizsarms *@inne. 17 20 37 dlnvet LEDs 17 217 37 4

Helays Readers{Doors
NI | 2]
[c& celay 2 _ Add_| _ Add |
€4 ralay 3
T4 relay 4 ﬂj ﬂ
Delete Delete
El =

Relays are defined from the door screen and described under the Relays topic. When a new
controller is created, four default relays are created for the four on-board relays. The relays can
be managed by clicking on the 'Add', 'Edit' and 'Delete’ buttons under the Relays group box.

Doors/readers are also defined from the controller screen. By clicking on the 'Add’, 'Edit' and
'‘Delete’ buttons under the Readers/Doors group box the doors can be managed.

Relays

Readers

Door strikes

Exit request inputs
Door status and alarms
Reader arming inputs

Relays

The controller has four on-board relays. These are 'form C' relays meaning that they have

Common, Normally Open and Normally Closed connectors. The contacts on the relays are
voltage-free.
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Relays are generally used to control door strikes, link to alarm systems or other functions. The
relays are rated at 2A 24VDC. Larger currents and voltages than these should be switched using
slave relays. Whenever a device with a coil (relay or door strike for example) is switched by the
relay it is essential that a diode be placed across the coil to minimise back-emf.

More information about the typical wiring of relays can be found in the door strikes topic.

Relays are defined from the door screen (Hardware/Controllers/Edit/Relays - add, edit, delete).
Below is displayed the relay configuration screen.

Edit relay (new type) k E

Name ICA relay 1 C410

Relay number |1 Calculate | Cn-board ry 1
LED |DUT1 -

Timezone | 0 Newver j Edit

Trigger time 5 * seconds © 100ms pulses
[ Reverse relay contacts [ Display in devices
oK Cancel

The configuration possible for the relay here is:

o Name: - enter the name of the relay. The default name will generally suffice.

e Relay number: - this is where the number of the relay is set. For on-board relays these are
numbered 1-4; expansion relays can be numbered by clicking on the 'Calculate’ button.

e LED - select the LED output which is associated with the relay. The LED selected will be on
whenever the relay is on.

e Timezone - select a timezone that you want the relay to be turned on - like a 'public access'
timezone. The default setting is 0 (never).

e Trigger time - select the amount of time (in either seconds or 100ms pulses) that you want
the relay to operate for when triggered by a reader, exit request or from the PC. The
maximum time is 65536 seconds. The 100ms pulses setting is used to generate very short
pulses, sometimes required for equipment like turnstiles. If 200ms pulses is selected it is not
wise to have the trigger time greater than 5 (to generate a 0.5s pulse).
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5.3

e Reverse relay contacts - changes the 'sense' of the relay, to make it fail-safe for some
applications.

o Display in devices - if this setting is ticked then the relay will display under the Devices/Doors
menu, allowing an operator to manually operate this relay. Normally this is not ticked, as the
relay is usually associated with a door which itself appears in the Devices/Doors menu.

Readers

Door strikes

Exit request inputs
Door status and alarms
Reader arming inputs

Door overview

Readers

With door/alarm firmware, controllers can be equipped with up to four readers. The readers
terminate at the bottom of the controller on the four 6-way termination blocks, as shown in the
diagram below.
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The system supports many different types of readers. Different readers use up different inputs
and outputs. Unused inputs and outputs can be used for other functions including connection of
exit request, door status and reader arming inputs.

Details of installation of specific readers can be found in the readers topic.

Readers/Doors are defined from the door screen. Below is shown the reader/door configuration
dialog box.
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Edit reader/door (new type)

Mame | Cont: 4 " Mo |‘| -

Reader options

Reader Interface |iBann j MP |Dnn'| Care j I~ Enfor

Valid read triggers |Cd relay 1 j and | j

Invalid read triggers | ~| LED m [~ Mo retrigger

Area j % [ Disarms [ Arms [ Arms on third swipe

Reader arming input lﬂi Calculate | @« NfO C N/C [ Tamper refries

Exit request options

Disable RAE display in timezone | 0 Wewver j @

ROE triggers |C4 relay 1 ~| intimezone | 1 Always |
and | E| intimezone | 0 Never ]

# Mormally open " Mormally closed Input 0 Calculate

Exil requestlext  |request to exit

Alarm options

DOTL time ||:| Forced door detw_u Drelay TZ | 0 Newver j
Digable alarm in timezone | 0 Never j Edit

" Normally open = Normally closed Input |0 Calculate

Forced door rys | j DOTL rys [ j
Alarm text [forced entry Restore text [return to normal

0K | Cancel |

The options for configuration of the reader are:

o Reader interface - select iButton, Wiegand, Clock and Data or Presco. Details of the
particular setting for a particular reader can be found in the readers topic.

e A/P - antipassback for this reader - entry, exit, internal, external or don't care

o Enforce - if ticked, 'enforces' antipassback so that if someone is inside it won't let them enter
again until they exit first

o Valid read triggers - allows selection of up to two of the defined relays to be triggered on a
valid read.

¢ Invalid read triggers - allows selection of one of the defined relays to be triggered on an
invalid read.

e LED - select the OUT which is used to drive the LED on this reader. This output will turn on
momentarily on a valid read, and flash on an invalid read

o No retrigger - if this is ticked then a second read while the door is triggered by a first read will
be ignored, stopping retriggering of the outputs. This is sometimes used where it is desired to
have a single transaction recorded for each time the door is triggered, for example if it was
triggering an air conditioning system for 30 minutes.

e Area, disarms, arms, arms on third swipe - these are covered in the alarms and inputs topic.

e Reader arming input - select the input which is used to arm the reader. For more information
see the reader arming topic.

e Tamper retries - if this box is ticked then the reader is set up to monitor repeated invalid
attempts and to lock out the reader after multiple invalid attempts. This is typically used if the
reader is a keypad in an exposed situation where it might be subject to attacks by people
attempting to guess codes. If this box is ticked then three consecutive invalid attempts to gain
access will lock the reader out for 60 seconds.

Other things that can be configured for the door/reader include exit request and alarm options.

Relays
Door strikes
Exit request inputs
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5.4

5.5

Door status and alarms
Reader arming inputs

Door overview

Door strikes

Door strikes or other outputs are connected to the relay outputs of the controller. The diagram
below shows four electric strikes connected. These strikes are powered by the same power
supply as the controller. The + output of the power supply connects to the common terminals of all
of the relays, and the normally open contact connects to the door strike. The other side of the
door strike connects to the - output of the power supply to complete the circuit. Note that all the
strikes have a back-emf suppression diode which must be fitted across the coil. It is not
acceptable to connect this at the controller; the emf must be suppressed as close to the coil as
possible.
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L 17
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sy m |5
Backa m
| Deteey 2z

The trigger time and other settings for the strikes are set up under the relays topic.

Relays
Readers

Exit request inputs
Door status and alarms
Reader arming inputs

Door overview

Exit request inputs

An exit request, or RQE (request to exit) is usually a pushbutton or a detector which indicates that
a particular door is about to be opened legally. Exit request inputs allow triggering of relays and
also shunting of door alarms.

Exit requests can be connected to any input on the system including unused controller inputs and
PIG inputs. They can be normally open or normally closed switches, and are configured from the
Door/reader setup screen.

The best way to illustrate this is probably with an example. The system below has a single silkey
reader which connects to IN1 and OUTL1. This leaves all the other inputs and outputs free. An exit
request button has been connected to the spare IN2.
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The exit button can be normally open or normally closed, and connects between the selected
input and the GND terminal.

To associate the exit request with a door, this is done from the doors screen
(Hardware/Controllers/Edit/Edit door). The door screen is shown below, configured for this input.

Exit request oplions — -
Disable ROE display in timezone [ 0 Newver -| Edit

RQE triggers |
and |

j in timezone | 0 Never

El
&

~| intimezone [ 0 Never
P —
b

In the 'Exit request options' part of the screen, input 2 is selected as the exit request which will
make the configuration work as drawn in the schematic above. All inputs have a particular number
in the system including expansion and PIG inputs. The particular input number for an input can be
determined by pressing the 'calculate’ button.

# Normally open " Mormally closed Input
Exit request text |

Caleulate

Parameters which can be defined for the exit request are:

Disable RQE display in timezone - this allows a timezone to be defined which stops the
display of exit requests. This might be used for example where an exit request is linked to a
movement detector which creates many 'nuisance’ transactions during the day, but after
hours is desired to be still logged.

RQE triggers - up to two of the defined relays can be selected to be triggered by this exit
request. If no relay is selected the RQE will still mask any alarm on the door.

RQE trigger timezones - for even more flexibility the RQE can have a timezone defined for its
operation; it will only trigger the appropriate relay in the defined timezone.This might be used
for example where the exit button is fitted to a reception desk as a door release; after hours
this might need to be disabled.

o Normally open/normally closed - selects the type of contact for the RQE button.

e Input - selects which input this RQE is connected to.

Exit request text - determines the message displayed on the screen when the exit request is
logged.

Note that if there is no exit request required for a particular door the input can be set to 0 which
makes the exit request completely inactive.
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Relays
Readers

Door strikes
Door status and alarms
Reader arming inputs

Door overview

Door status and alarms

A door can have an associated alarm input. This input is usually connected to a reed switch or
other sensor which indicates that the door is open. Using this input it is possible to generate
forced entry alarms (when the door has been opened without first a valid read or exit request) and
door open too long alarms (when the door has been opened legally but then left open longer than
a defined period of time).

Door status inputs can be connected to any input on the system including unused controller and
PIG inputs. They can be normally open or normally closed switches, and are configured from the
Door/reader setup screen.

Continuing on with the example from the Exit requests topic, the system below has a single silkey
reader which connects to IN1 and OUTL1. This leaves all the other inputs and outputs free. An exit

request button has been connected to the spare IN2. Now a reed switch has been connected to
the spare IN8.
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The alarm device (reed switch etc) can be normally open or normally closed, and connects
between the selected input and the GND terminal.

To associate the alarm device with a door, this is done from the doors screen

(Hardware/Controllers/Edit/Edit door). The door screen is shown below, configured for this input.
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Alarm oplions

DOTL time IT Forced door d:lay_n_ Delay TE [ 1 Always -|

Disable alarm in timezone | 0 Neser j Edil_

* Mormally open  © Mormally closed Input |E Calculate | [:&

Forced door rys  |C1 relay 4 j DOTL rys |CI relay 4 j
z | &

Alarm text |alarm Aestore text |normal

The alarm input is set up under the Alarm Options part of this page. Input 8 has been selected in
this case to monitor the reed switch connected between IN8 and GND as in the example above.
The system has also been set up with 30s door open too long (DOTL) time, and alarms have
been set up to report to relay 4.

Parameters which can be defined for the door alarm are:

e DOTL time - the 'door open too long' time. After a legal opening of the door (folllowing a valid
read or exit request) this determines the amount of time that the door can be held open for
before a DOTL alarm is generated. Can be from 1-65536 seconds. If this is set to 0 then the
door alarm is disabled.

e Forced door delay - a forced door alarm is generated if the door is opened without first a
valid read or exit request. This setting determines the amount of time which elapses before
that alarm is generated, allowing the door to be opened without a valid exit request or read if
desired. It works in conjunction with the Delay TZ - the delay is only generated during the
Delay TZ.

e Delay TZ - this works in conjunction with the forced door delay. During this timezone, the
Forced Door Delay is applicable and the door can be opened for the delay time without
generation of an alarm. When this timezone is not active the forced door delay is 0 which
means that alarms occur immediately the door is illegally opened. The type of application for
these parameters would be for a door with no exit request which can be opened from the
inside legally during the day. During the day the Delay TZ would be active, with a forced door
delay of say 20 seconds. If the door is opened and closes again during this 20 second time
period no alarm is generated however if the door is left open then a forced door alarm is
generated. However after hours (when the Delay TZ is not active), if the door is opened it will
immediately generate an alarm.

¢ Disable alarmin timezone - allows the alarm to be turned off during the defined timezone

e Forced door relays - there are two relays here which can be selected from drop-down lists.
The top one is alocal relay i.e. it must be a relay defined as part of this particular controller.
If a forced entry alarm is generated this relay will operate to indicate to a sounder or other
alarm device, and will reset when the door is closed again. The second forced door relay is a
‘global’ relay - it can be any relay defined anywhere in the system. It will operate in the same
fashion except that this global relay is operated by the PC and requires the software to be
running for correct operation.

e DOTL relays - there are two relays here which can be selected from drop-down lists. The top
one is alocal relay i.e. it must be a relay defined as part of this particular controller. If a door
open too long (DOTL) alarm is generated this relay will operate to indicate to a sounder or
other alarm device, and will reset when the door is closed again. The second DOTL relay is a
‘global' relay - it can be any relay defined anywhere in the system. It will operate in the same
fashion except that this global relay is operated by the PC and requires the software to be
running for correct operation.

o Alarm text and restore text - these define the messages which appear on the screen when the
door goes into alarm or is restored.

Note that if there is no door alarm for that door then it does not need to be defined at all and can
be set to 0.

Relays

Readers

Door strikes

Exit request inputs
Reader arming inputs
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5.7

Door overview

Reader arming inputs

A reader arming input allows a reader to be 'disabled’ unless a particular input is in a required
state. Examples of where this would be used would be in a 'mantrap’, where a particular reader is
desired to be inoperative when a different door is open, or in a carpark where it is desired that a
reader not work unless a vehicle is over a loop detector.

Reader arming inputs can be connected to any input on the system including unused controller
and PIG inputs. They can be normally open or normally closed switches, and are configured from
the Door/reader setup screen.

Continuing on with the example from the Exit requests and Door alarm topics, the system below
has a single silkey reader which connects to IN1 and OUT1. This leaves all the other inputs and
outputs free. An exit request button has been connected to the spare IN2. A reed switch has been
connected to the spare IN8. Now a loop detector has been connected to the spare PIG1 port.
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The reader arming device (loop detector etc) can be normally open or normally closed, and
connects between the selected input and the GND terminal.

To associate the arming device with a door, this is done from the doors screen
(Hardware/Controllers/Edit/Edit door). The door screen is shown below, configured for this input.

Reader options

Reader interface  |iButton ~| AP |Don't Care i | L=

Valid read triggers |l:| relay 1 | and | -
Invalid read triggers | ~|LED [ <] I Noretrigger
Area jm [ Disarms [ Arms I_ﬁ:msunlﬁl_niﬂe:

ks

The arming input is set up under the Reader Options part of this page. Input 13 has been
selected in this case to monitor the loop detector connected between PIG1 and GND as in the
example above. This input number was ‘calculated’ by clicking the 'calculate’ button and selecting
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PIG1 to find the associated input number for that input.

Parameters which can be defined for the reader arming input are:
e N/O or N/C - whether the input is normally open or normally closed.

Note that if there is no arming input for that door then it does not need to be defined at all and the
reader arming input can be left at 0.

Relays

Readers

Door strikes

Exit request inputs
Door status and alarms

Door overview
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6
6.1

6.2

Alarms and inputs

Alarms and inputs overview

The Door/Alarm firmware allows the controller to be used for both doors and for alarm areas. The
controller firmware supports up to 250 alarm areas and 250 alarm inputs per controller. Because
there can be up to 128 controllers and with Advent up to 50 locations this effectively allows
millions of alarm inputs and alarm areas to be covered by the system.

Once controllers have been defined then associated alarms are configured under the
Hardware/Alarms menu.

Conkrolers Fé

Temq:erﬁa SEMEOrs

Dowendoad bo controllers L
Direxct comenands
Status

Alarm areas

Alarm inputs

Alarms and readers

The ideal integrated solution
Energy management

Alarm areas

Alarm areas are configured under Hardware/Alarms/Areas.
Inputs Ak+F7 !

Selecting this brings up the area list.

pomae

Name

Perimeter

Delete

Edit

4

=
Done

From this list areas can be added, edited and deleted. When adding or editing an area the area

© 2003 CS Technologies




CS Technologies hardware installation guide Alarms and inputs 55

screen is displayed.

Edit alarm area (new type) h
Location |MA|N Ll Name |Elf'fi|:|: area [ Vacan
Controller | 1 Gate contraller j Humber 1 Index: O
Indication
Alarm relay A | j Mode |Latch =| [ Pulse on arm
Alarm relay B | =| Muode |Latch ~| [~ Pulse on arm
Alarm relay C | j Made | Latch =| [~ Pulse an arm
Armed relay | ~| Disarmed relay | -]
Buzzer relay | ~| Buzzertime (.

~|Ready | Armed -

j Edit | ¥ Disarm at start [ Arm at end

Abnormal relay |

Timezone | 0 Newer
[~ Arm on full download

He-arm delay |0 [min] Retriggered by [ Priority read [ Any read [ Activity
Auxiliary [PC-controlled] relays for global lighting/alarm contral

Disarmed 1 | j Disarmed 2 | j
Disarmed 3 | j Disarmed 4 | j
Buzzer | =| [ Flash disarmed rys while buzzing

ok ]

Cancel |

Options which can be set for the alarm area are as follows:

¢ Name - enter the name of the alarm area

o Controller - select the controller that this alarm area is part of. Note that all inputs which
belong to an alarm area must also be connected to this same controller; areas cannot be
distributed across multiple controllers.

o Alarm relays A, B, C - these relays operate when the area goes into alarm. The relays (which
are on the same controller) are selected from the drop-down lists. They can be set to Latch,
Pulse or Follow. They can also be set to 'pulse on arm' and if this is ticked then they do a
momentary pulse on arming or disarming.

- Latch means that the relay turns on when the area goes into alarm and stays on until the
area is disarmed. Typical application of this would be for a strobelight.

- Pulse means that the relay turns on for its pulse time (which is set under the relay
settings). Typical application of this would be for a siren.

- Follow means that the relay turns on whilever any alarm input in that area is in alarm and
restores when the input restores. Typical application of this would be for connection to an
alarm communicator.

o Armed relay - select from the drop-down list one of the relays configured for the controller.
This relay turns on whilever the alarm area is armed.

o Disarmed relay - select from the drop-down list one of the relays configured for the controller.
This relay turns on whilever the alarm area is disarmed.

e Buzzer relay - select from the drop-down list one of the relays configured for the controller.
The buzzer relay turns on for the ‘buzzer time' when the area is about to arm. Used to
indicate a pre-arming warning.

e Buzzer time - set the time (1-255 seconds) that the buzzer relay operates for. When the
alarm area is armed, if the buzzer time is defined the arming in fact just starts the buzzer
timer; this operates the buzzer relay. After this times out the area arms.

e Abnormal relay - select from the drop-down list one of the relays configured for the controller.
The abnormal relay turns on if any of the inputs in the area are abnormal (i.e. unsealed when
the area is not armed).

e Ready LED - this output will turn on when the area is ready to arm i.e. all inputs are sealed.

e Armed LED - this output will turn on when the area is armed.

e Timezone - select the timezone for the alarm area. The timezone works in conjunction with
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6.3

the 'disarm at start' and 'arm at end' tick boxes.

e Disarm at start - if this box is ticked then the area will be disarmed whenever the defined
timezone starts.

e Arm at end - if this box is ticked then the area will be armed whenever the defined timezone
ends.

e Arm on full download - if this box is ticked then whenever a full download is carried out, at the
end of the download this area will be automatically armed.

e Re-arm delay - after hours (when the defined timezone is not active) it is possible for the
alarm to be set to automatically re-arm after a defined time delay. This re-arm delay is to set
the number of minutes before the area re-arms if disarmed after hours.

o Retriggered by - priority read - means that the re-arm timer is retriggered by a user with a
credential at a reader associated witht he area which has the ability to disarm the area

o Retriggered by - any read - means that the re-arm timer is retriggered by any user with a
valid credential at a reader associated with the area.

e Retriggered by - activity - means that the re-arm timer is retriggered by any activity on any
inputs which are part of the area.

o Auxiliary (PC-controlled) relays - these relays will turn on if the area is disarmed. They are
controlled by the PC and are usually used for global lighting control to turn on lights for many
areas. There is also a global 'buzzer relay' which turns on as a pre-arm warning before any of
the areas that have it defined begin to arm. It can even be set up so that the global disarmed
relays flash during the buzzing period, to warn users that the area is about to arm.

Alarm inputs
Alarms and readers

The ideal integrated solution
Energy management

Alarms and inputs overview

Alarm inputs

Any unused input on the system can be used as an alarm input. The example below shows a
movement detector attached to OUT3 on the controller. More commonly alarm inputs are
connected to PIGs or expansion inputs. More details on these can be found in the

expansion overview topic.
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Alarm inputs are configured under the Hardware/Alarms/Inputs menu.

Areas  Ak+FD

Selecting this brings up the input list.

Arca Mame Number

Office area Front door
Dffice arsa FIR norcth ]
Ferimeter Fire door 1 1433578 B
Ferimeter Fire door 2 123

1582723

add | Edit | Delete

From this list inputs can be added, edited and deleted. When adding or editing an input the input
screen is displayed.

Edit alarm input

Name |Office PIR

Input no. [11 Calculate| 11
Area |le1'ir.n area j Edit €: 1 I: &7

Delay Il]_ * Normally closed " Normally open

[ lsalate [~ Tamper bypass

o« Alarm input

[+ Report stalus change Follow relay | j
Global follow rys | j | j
[+ Allow forced arming [+ Auto-isolate [« Auto-include

Entry delay |0 Exit delay [0

Abnormal IF MNormal W

Alarm in alarm Restore |retumlunm‘ma
" Arming input

I~ Area arm I~ Area disarm

I 1] 9 I Cancel |

Options which can be set up for any alarm input are as follows:
 Name - enter the name for the alarm input
e Input number - enter the input that the alarm input is connected to. In the example above the
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input is connected between OUT3 and GND. Clicking the 'calculate’ button brings up OUT3
and associates it with input 11. Similarly the input can be set up as any PIG or expansion
input too.

o Area - select the area that this input is part of. This will automatically set it up for a particular
controller; the C: text to the right of this indicates the controller that the area is part of.

e Delay - set a time delay for the operation of the input. If this is set to 0 then the input will
activate an alarm immediately when the area is armed; if it is set to another value then the
delay will occur before the alarm activates.

o Normally closed/normally open - select whether it is a normally open or normally closed
device

e |solate - allows the input to be isolated

e Tamper bypass - tick this box to stop reporting of tampers (used with PIG inputs) on this input

e Alarm input - inputs can be configured to either be alarm inputs or used to arm and disarm a
particular area. If selected for an alarm input the options are:

e report status change - display a transaction of the input changing state even if the alarm
is not armed

o follow relay - activate a particular relay (selected from the drop-down box) when the input
goes into alarm. The relay must be on the same controller

¢ global follow relays - up to two relays (which can be on any controller) can be defined
which will activate when the input goes into alarm. These require the software to be
running at the time of the alarm to be effective.

¢ allow forced arming - if this is ticked then the area will arm even if this input is abnormal.

e auto-isolate - if this is ticked then when the area is armed (if forced arming is enabled)
then the input will be automatically isolated.

e auto-include - if this is ticked then following a forced arming and auto-isolation, if the
area subsequently returns to normal it will be automatically de-isolated and included in
the armed area.

e entry delay - set the number of seconds that the input can be in alarm on 'entry' before
going into alarm

e exit delay - set the number of seconds that the input can be in alarm following arming of
the area before being armed.

e abnormal, normal, alarm, restore messages - set the text which displays when these
inputs go into these various states.

e Arming input - if this is selected then the input can be used to turn on and/or off the
associated alarm area. This is selected by the tick-boxes to say arm and/or disarm.

Alarm areas

Alarms and readers

The ideal integrated solution
Energy management

Alarms and inputs overview

Alarms and readers

When alarms are defined they can be associated with readers to allow powerful arming and
disarming capabilities. The example below has the alarm area consisting of a PIR, controlled by a
Silkey reader on input 1.
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The reader can be used to control the alarm area. This is set up under the door settings
(hardware/controllers/edit/edit reader).

Reader options I —
Reader interface  |iButton | AP |Don't Care hd

Valid read triggers |C1 relay 1 ~| and | -
Invalid read triggers | j LED | =| [ No retrigger [&

Area |1 Office area = Edit | ¥ Disarms [ Arms [ Arms on third swipe

Reader arming input |0 Calculate | & N0 © N/C [ Tamper retries

In this example, the reader is associated with the Office area. The 'Disarms' box is ticked meaning
that when a valid read occurs at that reader then the area will be automatically disarmed. The
‘arms on third swipe' box is ticked meaning that a triple-read will cause the area to arm. Note that
access levels can also be set up to interact with this, so that particular groups of credentials are
not allowed to arm or disarm particular areas. This makes the system very powerful.

The options which can be selected here for reader/alarm interaction are:

e Area - select the area that this reader will control. The area must be on the same controller
as the reader.

o Disarms - if this box is ticked then a valid read (by a suitably authorised credential) will cause
the area to disarm.

e Arms - if this box s ticked then a single read (by a suitably authorised credential) will cause
the area to arm. If both the 'disarms' and 'arms' boxes are ticked then the reader is effectively
an 'alarm control reader' and does not need to control a relay as well.

e Arms on third swipe - this allows three consecutive reads to armthe area. This is used if the
reader also controls a door.

Alarm areas

Alarm inputs

The ideal integrated solution
Energy management

Alarms and inputs overview
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6.5

The ideal integrated solution

Because of the tight integration of access control and alarms with the CS system it provides the
ideal solution for tenancy alarms and access control, combining ease of management with high
security.

There are two major problems with any alarmed office area. These are:
- ensuring that the alarm is always armed after hours i.e. making people responsible to turn the
alarm on
- false alarms because the alarm is turned on when people are still on site

The CS system provides the perfect solution to both of these problems. The key is in the features:
- alarm area timezone
- auto-rearm delay
- buzzer relay and buzzer time
- reader control of alarm areas

Firstly, users are able to control the alarm system using their access control credentials. If they
are authorised, then when they enter the alarmed area the alarm system is automatically turned
off. There is no need for separate management of alarm codes or two separate systems.
Authorised users can enter the alarmed area and if the alarmis on it will be automatically turned
off. If they are not authorised to enter then they cannot getin and cause false alarms because the
access control system will deny them access.

Secondly, the buzzer relay and buzzer time ensure that it is possible to ‘warn' anyone on site
whenever the alarm is about to be turned on. At the end of the alarm area timezone, if 'arm at end'
is selected then the buzzer relay will turn on for the buzzer time. This can be linked to sounders
which beep in the alarm area to warn anyone working there that the alarm is about to turn on. If
they wish to stop the alarm from turning on they can simply present their (authorised) credential at
one of the associated readers and the alarm will not turn on.

However after they do this and the auto-rearm delay elapses, the alarm will again attempt to arm
and the buzzers sound and so on. If by this stage there is nobody on site then the alarm will arm
as required.

Similarly, if someone enters the premises after hours using an authorised credential the alarm will
automatically be turned off. The auto-rearm delay will again start and once it elapses the buzzers
will again operate and the alarm area will arm.

Moreover, users are able to manually arm the alarms simply by a triple-read at one of the readers.
This also causes the buzzers to operate so if someone else happens to be within the tenancy
they are warned of the impending arming and can either leave or present their credential at a
reader to extend the alarm off time.

An example of setting this up using the system below is as follows:
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In this system there is a single reader on the door of an office. The office has a movement

detector (PIR). There are beepers triggered by relay 3.
The office alarm area setup is done under Hardware/Alarms/Areas.

Ot PIR

Ldit alarm area (new type)

L7

Location ||.,||,,b,|" :l Name |l:lf'l’i|::|: area [~ Wacant
Controller | 1 Gate controller j Humber 1 Index: 0O
Indication

Alarm relay A | ~| Mode [Latch =| I Pulse an arm
Alarm relay B [ ;] Mode |Latch ~| [ Pulge an arm
Alarm relay C | j Mode | Latch =| [ Pulse an arm
Armed relay | j Disarmed relay |c1 relay 4 j
Buzzer relay [C1 relay 3 3 Buzzer time |60

Abnormal relay | ~|Ready [—j Armed ﬂ

Timezone | 19 until 5 Mon-Fri j Edit | ¥ Dizarm al start [ Arm at end

[~ Arm on full download

Re-arm delay (30  [min] Retriggered by [ Priority read [+ Any read [ Activity
Auxiliary [PC-controlled] relays for global lightingfalarm control

Disarmed 1 | ~| Disarmed 2 | -
Disarmed 3 | j Disarmed 4 | j
Buzzer | =| " Flash disarmed rys while buzzing

0K | Cancel |

In this setup, the alarm area timezone is set to 9-5 Mon-Fri and the 'disarm at start' and ‘arm at
end' boxes are ticked. This means that at 9am each day the alarm will automatically turn off. At

5pm each day the alarm will try to arm. When it does this, the buzzer relay (relay 3) will be
triggered for the buzzer time (60 seconds in the above example). During this buzzer time staff can

either leave or present their credential at the reader to disarm the alarm.

If they do disarm the alarm, the re-arm delay comes into action. In the example above it is set to
30 minutes. So 30 minutes later the beepers will again sound. However note also that the re-arm
delay in the example is retriggered by any read. This means that during the re-arm delay if

anyone uses their credential at the reader the re-arm delay will be reset again to 30 minutes and
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will continue to count down.

Note that if the 'disarm at start' box is not ticked then the alarm won't turn off automatically at 9am,
but will wait until the first authorised credential is used at the door. This will trigger the door and
also turn off the alarm; if it is then after 9am the re-arm delay will not be active because the
timezone is still valid.

Alarm areas

Alarm inputs
Alarms and readers

Energy management

Alarms and inputs overview

Energy management

An integrated CS Technologies access control and alarm system can have the added benefit of
being able to reduce energy costs. If the system is set up as a fully integrated system (as detailed
in the ideal integrated solution ) then the system always knows when the alarm area is
unoccupied. Accordingly the 'disarmed' relay for the area can be used to link to air conditioning,
heating and lighting to ensure that no energy is being consumed unnecessarily when the
premises are unoccupied.

An example of the setup of this is in the diagram below.
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In this example relay 4 is linked to a contactor which in turn controls the lighting and air
conditioning in the office. The setup is done under Hardware/Alarms/Areas.
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Ldit alarm area (new type)

b
Location ||.,||A|H :l Mame |l:lﬁi|::|: area [~ Wacant
Controller | 1 Gate controller j Humber 1 Index: 0O
Indication
Alarm relay A | ~| Mode |Latch =| [~ Pulse an arm
Alarm relay B [ ;l Mode |Latch | [" Pulse an arm
Alarm relay C | j Mode | Latch =| [~ Pulse an arm
Armed relay | j Disarmed relay |CI relay 4 j
Buzzer relay [C1 relay 3 3 Buzzer time |60

Abnormal relay | ~|Ready [—L| Armed ﬁ

Timezone | 79 until 5 Mon-Fri j Edit | ¥ Disarm al start [ Arm at end

[~ Arm on full download

Re-arm delay (30  [min] Retriggered by [ Priority read [+ Any read [ Activity
Auxiliary [PC-controlled] relays for global lightingfalarm control

Disarmed 1 | | Disarmed 2 | |
Disarmed 3 | j Disarmed 4 | j
Buzzer | =| " Flash disarmed rys while buzzing

0K | Cancel |

In the screen above the 'disarmed relay' is selected as relay 4. This means that whenever the
area is disarmed relay 4 will be active which will in turn allow the lights and air conditioning to
operate. When the area is armed then relay 4 will not be active meaning that no energy will be
wasted on lighting and air conditioning for an empty office.

Alarm areas

Alarm inputs

Alarms and readers

The ideal integrated solution

Alarms and inputs overview
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7
7.1

7.2

Elevators

Elevator overview

CS Technologies are experts in the control of elevators, and the system includes many features
which make management and control of elevators powerful, effective and reliable.

CS Technologies access control systems provide a reliable, high security and cost-effective
solution to the problem of lift access control. From basic systems which provide access to all
floors through to systems incorporating call destination reporting, high level interfaces and
intercom release CS Technologies has the experience and products to make elevator access
control easy.

Understanding elevators

Setting up an elevator system

Basic low-level interfacing

Low-level interfacing with call destination reporting - pre-sensing
Low-level interfacing with call destination reporting - post-sensing
High-level interfacing

Floor triggering inputs

Understanding elevators

Lift banks

In a building with elevators there are normally groups of elevators which service different groups
of floors. For example, in atall building there might be 'high rise' lifts and 'low rise' elevators.
Each group of elevators is termed a 'bank’ of elevators or a 'lift bank'.

With the CS system each elevator requires its own controller, reader, inputs and outputs.
However in the software the controllers are grouped into 'banks' to make programming and
control easy.

Floor call buttons

Normally within an elevator are a number of ‘floor call buttons'. Each floor call button is used by
someone travelling in the elevator to select a particular floor to which they wish to travel. The floor
call buttons generally have lights which turn on when a particular floor is selected.

Landing call buttons

On each floor of the building are buttons which are used to call the elevator to that floor. These
buttons are called 'landing call buttons'.

High level/low level interfacing

When a system is connected to an elevator it can connect using high level or low level

interfacing. Low level interfacing uses relays (outputs) and inputs on the CS controller to send
signals to and receive signals from the elevator. High level interfacing uses a communications link
between the controller and the elevator system to send and receive information from the elevator.

Setting up an elevator system

Basic low-level interfacing

Low-level interfacing with call destination reporting - pre-sensing
Low-level interfacing with call destination reporting - post-sensing
High-level interfacing

Floor triggering inputs

Elevator overview
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7.3

Setting up an elevator system

To set up an elevator system a controller with Lift firmware must be used. When the controller is
configured (Hardware/Controllers/Edit Controllers) select the Elevator radio button.

tdit controller {new type) H
Location |HA|N j Mo. |1 j Mame |Ga‘lc controller Infa
Type |KEY 2o ‘Where installed |un|j|;r reception counter [ Inactive:

" Doorfilarm i+ Elevator [~ €5 Fingerprint reader Input options
Elevator options L\.E,'

Liftbank |1 High rise ~|  Edit | Readertype [iButton =l
[~ Destination reporting [ Pre-sense | Select relay via PIN [~ *H in no.

[~ Inwvert lift LED

I" Parking [ **" arms/disa Winno.C1 T2 31 4 Inver s C1r2r3r

_Edi | _Edi |
=l =l

This will allow selection of the various Elevator options for the controller.

Elevator oplions

Lift bank |1 High rise ~|  Edit | Readertype [iButtan =

 Destination reporting  # Pre-sense| [ Select relay via PIN [ *Ht in no.

™ Invert lift LED [%

When initially programming the controller a lift bank must be selected; it is possible to create a lift
bank from this screen too if necessary.

The options which can be selected here are:

o Lift bank - select the lift bank that this controller is part of

o Reader type - select the reader type for the elevator. Lift firmware only supports a single
reader, which can have an iButton, Wiegand, Clock and Data or Presco interface.

e Destination reporting, Pre-Sense - these options determine the behaviour of the controller if it
is connected to the elevator in such a way that it can sense the selected floors.

e Select relay via PIN - this is used if a keypad is used. If this option is ticked then users can
append a relay number (1-10) on the keypad and if valid for that relay then only that relay will
be triggered. For example if the user's PIN is 1234 they would enter 12341 to trigger relay 1.

e */#in no - tick this to use Presco base-12 cards on the system.

o Invert lift LED - usually the lift LED is on until a valid floor is selected. Ticking this box inverts
the sense of the LED.

Following configuration of the controller in this way the individual floors in the lift bank need to be
configured. This is done under Hardware/Lifts, and explained further in the topics covering the
various interfacing options.

Basic low-level interfacing
Low-level interfacing with call destination reporting - pre-sense
Low-level interfacing with call destination reporting - post-sense

The other configuration which is possible is to use intercom inputs to trigger individual floors. The
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details of this are covered in the topic Floor triggering inputs .

Understanding elevators

Basic low-level interfacing

Low-level interfacing with call destination reporting - pre-sensing
Low-level interfacing with call destination reporting - post-sensing
High-level interfacing

Floor triggering inputs

Elevator overview

7.4  Basic low-level interfacing

The simplest way to interface to an elevator is to install a controller with relay expansion boards
so that there is a relay for each floor in each elevator. The ‘floor call' button signals from within
the elevator are passed through the controller relay contacts, so that if the relay is not turned on
then the floor call button does not send its signal to the elevator and the floor cannot be
accessed. This method does not record where each person travelled and also does not stop
someone selecting more than one floor at a time.

Elewvatar
{:' carntrol
system

Flaoor call butten

Without access control

L 4

[within liff)
With basic low-level
access control . Elmvator
‘D ® contraol
system
Floor call button
(within liff) il
LS Technologies Relay
aceess controller [ ®*RAMEIGn

In the diagram above, with the access control system in place the signal from the call button
cannot get to the elevator control system unless the access controller allows it to go through by
turning on the relay. Each floor has a relay meaning that floors can be controlled by timezone or
by credentials (users) in the elevator.

Disadvantages of basic low-level interfacing are that the system is only able to record that a
particular person was in the elevator, and not the floor to which they travelled. When a person
with access to multiple floors uses a credential all the relays associated with those floors turn on
and any one (or more) of them can be selected.

CS Technologies software makes it very easy to program the system for access control. Each
user (credential) has an elevator access level which defines the floors to which they are permitted
to go. Elevator controllers are grouped in banks so when a user is added to the system their
credential and the appropriate floors are automatically loaded into all the controllers for those
banks. It is very easy to modify elevator access levels so that groups of users can be given
additional access when required. And timezones are associated with all elevators in each bank,
making it very easy to put a floor onto security when required.

With basic low-level access control the following equipment is required:
For each elevator
e one CS Controller with relay expansion boards to provide a relay output for each floor to be
controlled. Each expansion board has 16 relays and a total of 15 boards can be added
making a maximum of 250 controlled floors per elevator
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e one reader (can be silicon key, magstripe, wiegand, proximity, smartcard, etc etc)
The CS controller provides clean contacts for each floor in each elevator and the elevator
company must provide connections so that these contacts can be interfaced in series with the
floor call buttons.

The relay contacts on the controller are rated for 30VDC switching; if the signals between the call
button and the elevator are a higher voltage interposing relays must be used.

Setting up for low-level interfacing

The diagram below shows a controller with a 16-way relay board. This setup will control up to 20
floors of a building in one elevator. The relay contacts are wired in series with the floor call
buttons so that floors cannot be selected unless the appropriate relay is on.

Basic low-lavel elevator
interfacing

Relays are in series with
elevator floor call buttons.
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To set this up the elevator bank is programmed under Hardware/Lifts/Edit lift bank. Individual
floors can be added to the elevator from this screen. The screen used to program the floors is
below.

© 2003 CS Technologies



CS Technologies hardware installation guide Elevators 68

7.5

Edit floor (new type) H

Bank: Lift bank name MName |LI='\"E| o1 L

Relay: 1 Calculate | Dn-koard ry 1

™ Reverse relay contacts [%
Trigger time |5 Timezone | 0 Never i ﬂ
Floor destination: Input ID— Calculate | -

Intercom: Input |34 Calculate | Exp bd 0 inp Z

N O NIC Pulse time [seconds) [EI:I
Timezone | 1 Always j Edit
OF I Cancel |

Parameters which can be programmed for each floor are:

¢ Name - enter the name of the floor

e Relay - use the 'Calculate' button to select any relay on the system

e Reverse relay contacts - this is used to make the relay ‘'fail-safe' so that when power is
removed the relay can be left in a state where the floor is available. Sometimes fire
regulations require this setting.

e Trigger time - set the amount of time that the floor will be triggered for on a valid read in the
lift

e Timezone - select the timezone for public access for this floor. When the timezone is active
then no credential will be required in the elevator and the relay will be active.

The floor destination settings are not used with basic low-level interfacing.

Understanding elevators

Setting up an elevator system

Low-level interfacing with call destination reporting - pre-sensing
Low-level interfacing with call destination reporting - post-sensing
High-level interfacing

Floor triggering inputs

Elevator overview

Low-level interfacing with call destination reporting - pre-sensing

The CS Technologies 16-way input board is able to sense the selection of a floor within the
elevator. When a person presents a credential at the elevator reader the buttons for that person's
valid floors are scanned; when one is selected the appropriate relay on the CS controller turns on
to allow the call to be latched. This is called 'pre-sensing' because the buttons are scanned
before the relay turns on. This provides the best way to control elevators because the system
provides a record of where each person has travelled, and ensures that only a single floor can be
selected for each credential presentation. However use of this method depends on the correct
type of signals being available from the elevator company.
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With lowlevel access
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The signals from the floor call button are sensed by the access controller. When a credential is
presented in the elevator all of the floor call buttons which are valid for that user are scanned;
when the user presses one of the buttons the controller turns on the appropriate relay which
allows the call to be latched by the elevator control system.

In order for this solution to work the voltage on the control wires from the elevator control system
must change when someone presses the floor call button, whether or not a call is latched. The
input board has the ability to monitor voltages from 5V to 150V AC or DC.

Major advantages of this method include:

¢ high security —only one call can ever be latched per credential presentation

¢ low cost — the standard low-level interfacing cables from the elevator company are scanned for
the call destination functionality, meaning that the elevator company do not need to provide any
additional signals.

Equipment required for low-level interfacing with pre-sensing call destination reporting is as
follows:
For each elevator:

e one CS Controller with relay expansion boards to provide a relay output for each floor to be
controlled. Each expansion board has 16 relays and a total of 15 boards can be added
making a maximum of 250 controlled floors per elevator

o the controller also requires input expansion boards to provide an input for each floor to be
controlled. Each expansion input board has 16 inputs and a total of 15 boards can be fitted to
the controller.

e one reader (can be silicon key, magstripe, wiegand, proximity, smartcard, etc etc)

The CS controller provides clean contacts for each floor in each elevator and the elevator
company must provide connections so that these contacts can be interfaced in series with the
floor call buttons. For the call destination reporting to work the elevator connection cables must
change voltage when the floor call buttons are pressed.

A diagram of a system with call destination reporting is below.
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To enable floor destination reporting, tick the appropriate box under the Hardware/Controllers/Edit

controller screen

Elewvator oplions

Litt bank |1 High rise .| Edit | Readertype  |iButton

[+ Destination reporting  + Pre-sense
I~ Invert lift LED

g

[” Select relay via PIN

A

[~ *I#% in no.

With the 'destination reporting' box ticked, when a credential is used in the lift no transaction will
be reported until either a floor is selected or the trigger time elapses. If the 'pre-sense' box is

ticked then the relays themselves will not operate until the floor destination inputs detect a floor
being selected in the elevator.

The inputs for floor destination reporting are set up under Hardware/Lifts/Edit lift bank/edit floor.
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7.6

Edit floor (new type) H

Bank: Lift bank name MName |L¢'\"I:| o1 L

Relay: [1 Calculate | On-board vy L

[” Reverse relay contacts

Trigger time |5 Timezone | 0 Never ~| Edit
Floor destination: Input |35 Calculate | -
N0 CNC 3

Intercom: Input |[ Calculate | -

“Nj0 CMNC Pulse time [seconds] |5
Timezone | 1 Always j Edit
1] 4 I Cancel |

Use the 'calculate’ button to select any available input, and select whether it is normally open or
normally closed.

Understanding elevators

Setting up an elevator system

Basic low-level interfacing

Low-level interfacing with call destination reporting - post-sensing
High-level interfacing

Floor triggering inputs

Elevator overview

Low-level interfacing with call destination reporting -
post-sensing

With some elevator control systems the floor button being pressed does not provide a signal with
a changing voltage. In these situations the elevator company must provide additional separate
outputs which indicate the latching of a floor call. CS Technologies equipment can operate with
this scenario also; when a credential is presented at the lift all the relays for valid floors for that
person turn on, and when the elevator control system indicates that a call has been latched then
that relay stays latched and all of the other relays turn off. This is called 'post sensing' because
the sensing of the floor destination occurs after the call has been latched by the elevator control
system.

T)r/ﬂs method is not as secure as the 'pre-sensing’ system because it is possible to latch more than
one call by pressing two or more buttons simultaneously. It also requires additional signals to be
provided by the elevator company and there is often a significant cost involved with this. However
it does provide call destination reporting and is therefore a great improvement on the basic low-
level interfacing option.

With lowlevel access
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When a credential is presented in the elevator all of the relays which are valid for that user are
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7.7

activated; when the user presses one of the buttons the elevator control system sends a signal to
the CS Technologies access controller to indicate that a floor selection has been made, and then
the access controller turns off all but the valid relay.

Equipment required for low-level interfacing with post-sensing call destination reporting is as
follows:
For each elevator:
e one CS Controller with relay expansion boards to provide a relay output for each floor to be
controlled. Each expansion board has 16 relays and a total of 5 boards can be added making
a maximum of 84 controlled floors per elevator
o the controller also requires input expansion boards to provide an input for each floor to be
controlled. Each expansion input board has 16 inputs and a total of 10 boards can be fitted to
the controller.
e one reader (can be silicon key, magstripe, wiegand, proximity, smartcard, etc etc)

The CS controller provides clean contacts for each floor in each elevator and the elevator
company must provide a separate signal to indicate a call being latched within the elevator
control system. With post-sensing the 'pre-sense’ box in the elevator options
(Hardware/Controllers/Edit controller) is not ticked.

Elevator options

Lift bank |1 High rise ~|  Edit | Readertype  [iButton |
# Destination reporting [ Pre-sense [ Select relay via PIN I *& in no.
I Inwvert lift LED [%

In this situation when a valid credential is presented at the reader all the associated relays for that
user will operate, but once afloor is selected the other relays will drop out.

Understanding elevators

Setting up an elevator system

Basic low-level interfacing

Low-level interfacing with call destination reporting - pre-sensing
High-level interfacing

Floor triggering inputs

Elevator overview

High-level interfacing

High level interfacing refers to the method where there are no relays or input boards involved, but
a data communication link exists between the elevator and the access control system. In this
situation a single access controller is used to provide the communication link to the elevator, and

generally all of the elevators in a building, or all the elevators in a bank, have a single interface to
control them.

CS Technologies supports high level interfaces in the Otis, Kone Type 1 and Kone Type 2
communication formats with full call destination reporting available.
A diagram depicting the high level interface is below.

With high-level interface

Elewatar
™ control
The elevator control system and the aceess system
cantrol communicate wsing RS232 or R5485
zignals. The access contraoller also
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are fitted with additional communication LS Technologies C ommes
boards (AZE-Z) acoesz cu:untru:?ller — (DUART)
expansion
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There is a RS232 or RS485 communication signal between the access controller and the elevator
control system. The signal provides the ability for the controller to activate and deactivate
individual floors in individual elevators, as well as sending signals regarding selected floors from
within the elevator for call destination reporting.

Disadvantages of the high level interface include

¢ all elevators controlled by a single interface — if there is any problem with the system all
elevators go off security

¢ generally the interface is too slow to stop multiple floor selection

o the complexity of the system makes it expensive to service and maintain

Equipment required for high-level interfacing is as follows:
For each elevator:
e one reader (can be silicon key, magstripe, wiegand, proximity, smartcard, etc etc)
e one reader interface module (ACE-2) with RS485 daughter board
To manage the readers and the interface
e one CS controller with high level interface firmware
e one DUART communications expansion board
e appropriate communication daughter-boards RS232 or RS485 depending on elevator
interface requirement
e comms hubs to split the RS485 signals between the elevators

In general each high level interface is subtly different and CS Technologies must be consulted
regarding the configuration and exact requirements of a project involving high level interfacing.

Understanding elevators

Setting up an elevator system

Basic low-level interfacing

Low-level interfacing with call destination reporting - pre-sensing
Low-level interfacing with call destination reporting - post-sensing
Floor triggering inputs

Elevator overview

7.8 Floor triggering inputs

For any floor in a lift bank it is possible to define an input on the associated controllers which will
trigger that floor. This is typically used for interfacing with an intercom system. A unique feature is
that it allows a separate trigger time for an pulse of this type as opposed to when someone uses a
credential in the lift.

The floor triggering inputs are set up from the Hardware/Lifts/Edit lift bank/Edit floor screen which
is shown below.
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Edit floor (new type) x|

Bank: Lift bank name MName |L¢'\"ﬂ1 [if] L

Relay: I! Calculate | ta-board ey L

[~ Reverse relay contacts

Trigger time |5 Timezone | 0 Never =| Edit
Floor destination: Input | Calculate | -

wNO NG
Intercom: Input qu— Calculate | Bap bd 0 inp 2
FNj0  CNC  Pulse time [seconds] 60
Timezone [ 1 Always j ﬂ
OK I Cancel |

The floor triggering input parameters for the floor are under the ‘Intercom' section.

e Intercom input - select the input which will trigger this floor. This can be any input on the
system; it usually is on a 16-way expansion board but for smaller systems could be an
available on-board input or a PIG input.

e N/O or N/C - select whether the device on the input is normally open or normally closed

o Pulse time - select the amount of time that the floor is activated for when the input is
triggered. This is to give time for an intercom for example to allow the elevator to be called to
the landing and still have the input triggered.

e Timezone - this parameter defines the timezone during which the intercom will work. This
might be used for example if the pushbutton was on a reception desk and it was desired that
the triggering only work during the day.

Understanding elevators

Setting up an elevator system

Basic low-level interfacing

Low-level interfacing with call destination reporting - pre-sensing
Low-level interfacing with call destination reporting - post-sensing
High-level interfacing

Elevator overview
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8 Installing readers

8.1 Reader installation overview

The CS controller supports a wide range of readers. The reader types fall into four interfaces -
iButton, Clock and Data, Wiegand and Presco. Door/alarm firmware supports up to four readers;
elevator firmware supports a single reader.

Silkey
Wiegand
Presco

Clock and Data

8.2  Silkey

Overview

The Silkey (or Silicon Key) reader is a durable, cost-effective and high security reader. The
reader face is manufactured from stainless steel and the credential is a convenient keyfob which
can be easily branded for different applications.

Silicon Keys provide a very high security credential because they are guaranteed to be unique
world-wide.

Cable requirements
The readers require unshielded twisted pair cabling (UTP or CAT-5 cable) a maximum of 100m
distance from the readers to the controller. The cable MUST be unshielded.

Terminations
The Silkey reader has four wires terminated as per the table below.

Colour Name Reader 1 |Reader 2 Reader 3 |Reader 4
BLACK Ground |GND GND GND GND
RED +5V +V +V +V +V
WHITE DATA IN1 IN3 INS IN7
BLUE LED OuUT1 ouT2 OuUT3 ouT4

A diagram of the controller with four Silkey readers is below.
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Link settings

Reader interrupt links - LK8, LK17, LK18, LK19, LK20 - all OFF
Reader LED links - LK9, LK10, LK11, LK12 - all ON

Reader voltage link - LK22 -

uUpP

Reader pullup link - LK21 - DOWN

Configuration in software

To select a Silkey reader for a particular door, go to Hardware/Controllers/Edit controller/Edit
door. Under the 'reader interface' drop-down menu select iButton.

Reader options
Reader inerface

(CEETIN -| AP |Entry

j [~ Enforce

Valid read triggers |

jand|

Invalid read triggers |

Area

-

~|LED [ <] No relriggell%

j Edit | [ Disarms [ Arms [ Arms on third swipe

Reader arming input |0 Calculate | & N0 © NJC [ Tamper retries

This will automatically set up the input options so that scanning for PIGs is enabled on the
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relevant port, so that the Silkey reader can be read.

Similarly for an elevator controller under Hardware/Controllers/Edit controller select the iButton

reader type.

Elevator oplions

Edit
[ Select relay via PIN

Lift bank |1 High rise - Reader type

» Destination reporting | Pre-sense

I Imvert lift LED

Boosting the signal
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L
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P1G-Boosters can be used to increase the reading distance and reliability of the Silkey readers.

For more information see the PIG Boosters topic.

Mixing Silkey readers with other readers

Itis possible to mix reader types. If Silkey readers are mixed with any other type of reader it is
imperative that the input that the Silkey reader is placed on does not have an interrupt link
associated with it. Accordingly if there are other reader types on the controller then:

IN1 - cannot be used for Silkey readers if other reader types are also on the controller

IN3 (door 2) - can be used for Silkey reader - LK19 must be OFF
INS (door 3) - can be used for Silkey reader - LK17 must be OFF
IN7 (door 4) - can be used for Silkey reader - LK17 must be OFF

Wiegand
Presco
Clock and Data

Reader installation overview

8.3 Wiegand

Overview

The Wiegand interface is a standard way for readers to interface to access control systems.
Although fairly low-security there are many different types of readers which utilise the wiegand

interface.

CS Technologies increases the versatility of the wiegand interface by storing a full site code and

card number for each user.

Readers which use the Wiegand interface include HID proximity readers, HID wiegand swipe
readers, Motorola proximity readers, Keri proximity readers and many hundreds of others.

)

k=
\

Cable requirements

Wiegand readers require 6-core shielded cable a maximum of 100m (500 feet) distance from the

readers to the controller.

Terminations
Wiegand readers have five wires terminated as per the table below.
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Colour Name Reader 1 |Reader 2 Reader 3 |Reader 4
BLACK Ground GND GND GND GND
RED +5V or +12V (check [+V +V +V +V

reader
documentation)
GREEN DATA-0 IN1 IN3 INS IN7
WHITE DATA-1 IN2 IN4 IN6 IN8
BROWN or YELLOW |LED OuT1 OouUT2 OuT3 OouT4
A diagram of the controller with four wiegand readers is below.
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Link settings

Reader interrupt links - These links are associated with particular readers as follows:
Wiegand reader 1 (IN1/2) - LK20 must be ON

Wiegand reader 2 (IN3/4) - LK18 and 19 must be ON

Wiegand reader 3 (IN5/6) - LK8 and 17 must be ON

Wiegand reader 4 (IN7/8) - LK8 and 17 must be ON

Note that any link in place for a reader stops that input being available for PIGs or other inputs.
For example if IN7 is being used for an exit request button, LK17 must be OFF. This may mean
that even though an input is not in use for a reader it is not available for an input.
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Reader LED links - LK9, LK10, LK11, LK12 - all ON

Reader voltage link - LK22 - UP if reader voltage is 5V, DOWN if reader voltage is 12V. Check
reader documentation.

Reader pullup link - LK21 - DOWN

Configuration in software
To select a Wiegand reader for a particular door, go to Hardware/Controllers/Edit controller/Edit
door. Under the 'reader interface' drop-down menu select Wiegand

Reader options —
Reader interface  |Wiegand ~| AP |Don't Care x|t

Valid read triggers | | dnd | -
Invalid read triggers | ~|LED [ | I No retrigger
Area j M [ Disarms [ Arms [ Arms on third swipe
Reader arming input ﬁ Calculate | & N0 © NJC [ Tamper retries

This will automatically set up the input options so that scanning for PIGs is disabled on the
relevant ports.

Similarly for an elevator controller under Hardware/Controllers/Edit controller select the Wiegand
reader type.

Elewvator oplions
Lift bank |1 High rise ~|  Edit | Readertype |[TTFETTEOT NN ~

 Destination reporting | Pre-sense [ Select relay via PIN I~ ™18 in no. [:3
I Imvert lift LED

There are also some options available to change the behaviour of the system with Wiegand
readers, under Technician/Site/Card options. The screen below is displayed.

Card options

Reader type = YWiegand " Magstripe

[~ Don't display bad card reads [%
Wiegand
[~ Allow inverted Wiegand cards

[ Aotate 25 or 31 bit cards
[ 27-bit special cards

HRestrict to card lengths | | |

I -. | l_ o l_
----- ¥ Star r
----- = Start
I Wiegand-type sitecode and card nur nber
E
I No error checking I {ingnostic
'
I_
Cancel |

The options which are available here and their meanings are:
e Don't display bad card reads - Wiegand readers pick up stray 'noise' pulses and the
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controller can interpret these as bad card reads. Generally these indicate that there is noise
but if they are genuine nuisance events they can be disabled by ticking this box.This stops
the transaction log in the controller filling up with these spurious unnecessary events.

o Allow inverted wiegand cards - some wiegand readers (notably insertion key readers) have
two different orientations for the credential, which send through the same information
inverted. If this box is ticked then the 'inverted' version of any credential in the controller
database will be interpreted correctly meaning that the system will be insensitive to the way
that any particular credential is used.

e 27-bit special cards - some Motorola/Indala readers have a special format without start or
stop bits. Ticking this box interprets these readers correctly

¢ Restrict to card lengths - allows the restriction of cards read to enforce a particular length of
card read. Some sites will have multiple site codes but for higher security this allows the
length of cards read to be restricted to a particular length or lengths. If all three of these
boxes are empty then any length of wiegand data can be read and will be interpreted as a
credential; if any one or more have a length in them then only cards of those length(s) will be
interpreted as a valid credential; any other length will be interpreted as a bad card read.

Silkey
Presco
Clock and Data

Reader installation overview

Presco

Overview

The Presco range of keypads and proximity readers provides a powerful and convenient interface
for readers which are very reliable and noise-immune. The CS Controller natively supports the
use of the Presco range which therefore makes them very flexible and versatile because of the
range of features offered by the Presco products.

There are three main products which utilise the Presco interface - the basic Presco keypad, the
durable Vandal-resistant Presco keypad and the Presco Prox reader.

Y

(3 (% fa
(3 (5

% (=

Cable requirements
The basic Presco keypad requires one pair of wires (figure-8) cable and the keypad can be up to

100m from the controller.

The vandal-resistant Presco keypad requires one pair of wires (figure-8) cable. The backlit
version also requires a second pair to power the back-lighting in the keypads.

The Presco Prox reader requires two pairs of cable, one pair for the data and the other for power
to the prox reader.

Terminations
Presco keypads have two wires terminated as per the table below.

Colour Name Reader 1 |Reader 2 [Reader 3 Reader 4
BLACK Ground GND GND GND GND
WHITE DATA IN1 IN3 INS IN7

In addition the Presco prox reader requires 12VDC for power to the reader.
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A diagram of the controller with four Presco keypads is below.
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Link settings

Reader interrupt links - These links are associated with particular readers as follows:
Presco reader 1 (IN1) - don't need any links on

Presco reader 2 (IN3) - LK19 must be ON

Presco reader 3 (IN5) - LK17 mst be ON

Presco reader 4 (IN7) - LK17 must be ON

Note that any link in place for a reader stops that input being available for PIGs or other inputs.
For example if IN7 is being used for an exit request button, LK17 must be OFF. This may mean
that even though an input is not in use for a reader it is not available for an input.

Reader LED links - LK9, LK10, LK11, LK12 - all ON. Not used unless there is separate indication
(via a LED etc) for the door status.

Reader voltage link - LK22 - UP if Presco prox reader (reader voltage is 12V), DOWN for Presco
keypads (which don't use the power connection)

Reader pullup link - LK21 - UP. This link is specifically to provide a higher pullup voltage for
operation of the Presco keypads.

Configuration in software
To select a Presco reader for a particular door, go to Hardware/Controllers/Edit controller/Edit
door. Under the 'reader interface' drop-down menu select Presco.

© 2003 CS Technologies



CS Technologies hardware installation guide Installing readers 82

8.5

Reader options :

Reader interface j AP |Entry =| " Enforce
Valid read triggers | ~| and | =
Invalid read triggers | j LED | =| [ Mo retrigger [:3

Area j Edit | [ Disarms [ Arms [ Arms on third swipe

Reader arming input |0 Calculate | &= NJO T NJC [ Tamper relries

This will automatically set up the input options so that scanning for PIGs is disabled on the
relevant ports.

Similarly for an elevator controller under Hardware/Controllers/Edit controller select the Presco
reader type.

Elevator oplions

Lift bank |1 High rise ~|  Edit | Readertype |[CTETTMNNN -

W Destination reporting [ Pre-sense [ Select relay via PIN I *& in no.

I Imvert lift LED [%
Silkey
Presco

Clock and Data

Reader installation overview

Clock and Data

Overview

The Clock and Data interface is a standard way for readers, typically magnetic stripe readers, to
interface to access control systems. Clock and data readers transmit data in standard formats and
allow more information to be stored on a card. Examples of clock and data readers include most
mag-stripe readers; many other reader types also have clock and data versions.

The CS system is very versatile when it comes to Clock and Data interfaces, because it allows
extraction of any part of the information in the data stream as the site code and any other part as
the card number. This makes it very adaptable to use for existing cards also.

Cable requirements
Clock and Data readers require 6-core shielded cable a maximum of 100m (500 feet) distance

from the readers to the controller.

Terminations

Clock and data readers have five wires terminated as per the table below. Note that many
different clock and data readers are available and they may have different coloured wires to those
below.
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Colour Name Reader 1 |Reader 2 Reader 3 |Reader 4
GREEN Ground GND GND GND GND
YELLOW +5V or +12V (check [+V +V +V +V

reader
documentation)
RED CLOCK IN1 IN3 INS IN7
BROWN DATA IN2 IN4 ING IN8
ORANGE LED OUT1 ouT2 OUT3 ouUT4
A diagram of the controller with four clock and data readers is below.
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Link settings

Reader interrupt links - These links are associated with particular readers as follows:

Clock and data reader 1 (IN1/2) - don't need any links on; LK20 must be OFF

Clock and data reader 2 (IN3/4) - LK19 must be ON, LK18 must be OFF

Clock and data reader 3 (IN5/6) - LK17 must be ON, LK8 must be OFF
Clock and data reader 4 (IN7/8) - LK17 must be ON, LK8 must be OFF

COM3E
HO2

WG4
COME

Note that any link in place for a reader stops that input being available for PIGs or other inputs.
For example if IN7 is being used for an exit request button, LK17 must be OFF. This may mean
that even though an input is not in use for a reader it is not available for an input.
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Reader LED links - LK9, LK10, LK11, LK12 - all ON

Reader voltage link - LK22 - UP if reader voltage is 5V, DOWN if reader voltage is 12V. Check
reader documentation.

Reader pullup link - LK21 - DOWN

Configuration in software
To select a clock and data reader for a particular door, go to Hardware/Controllers/Edit
controller/Edit door. Under the 'reader interface' drop-down menu select Clock and Data.

Reader options

Reader interface j AP |Entry j [~ Enforce

Valid read triggers | | [;b'n:l | |
Invalid read triggers | j LED I—j ™ Mo retrigger
Area | j M [ Disarms [ Arms [ Arms on third swipe
Reader arming input [07 Calculate | & NfD © NJC [ Tamper retries

This will automatically set up the input options so that scanning for PIGs is disabled on the
relevant ports.

Similarly for an elevator controller under Hardware/Controllers/Edit controller select the Clock and
Data reader type.

Elewvator oplions
Lift bank |1 High rise - Edit | Readertype |[HFTTITIETS T

[ Destination reporting | Pre-sense [ Select relay via PIN I *& in no.
I Imvert lift LED i%

There are also some options available to change the behaviour of the system with Clock and Data
(magstripe) readers, under Technician/Site/Card options. The screen below is displayed.

Card options

Reader type " Wiegand i Magstripe|
[ Don't display bad card reads [%

I | I
Magstripe

Site code: Start |1 Length |4

Count from @~ Start  © End

Card number:  Start |5 Length |5

Count from * Start " End
™ Wiegand-type sitecode and card number
Card type Track 2 -

I~ No ermror checking [~ Turn on diagnostics

[~ Allow access to undefined cards

Match site code Enforce length l[]_

0K Cancel |

The options which are available here and their meanings are:
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e Don't display bad card reads - Clock and Data readers can pick up stray 'noise' pulses and
the controller can interpret these as bad card reads. Generally these indicate that there is
noise but if they are genuine nuisance events they can be disabled by ticking this box.This
stops the transaction log in the controller filling up with these spurious unnecessary events.

o Site code parameters - these allow selection of the start and length of the site code from the
Clock and Data 'data stream'. The data stream can consist of up to 40 characters. The user
credential consists of a number up to 9 digits in length. The 'site code' allows the first part of
this credential to be selected as any part of the data stream, and also allows selection of the
number by counting digits from the start or the end of the number.

e Card number parameters - these allow selection of the start and length of the card number
from the Clock and data 'data stream'. The ‘card number' allows the second part of the user
credential to be selected as any part of the data stream, and also allows selection of the
number by counting digits from the start or the end of the number. For example, a typical card

might have data as follows:
; 376009570493014?3

If the site code start is 1 and length is 4 then the site code selected from this data stream will
be 3760.

And if the card number start is 5 and length is 5 then the card number selected from this data
stream will be 09570.

The credential consists of these two numbers put together i.e. 376009570.

¢ Wiegand-type sitecode and cardnumber - if this is ticked then the sitecode is 'shifted’ so it
forms the top 16 bits of a 32-bit number, and the card number is 'shifted' so that it forms the
bottom 16 bits of a 32-bit number.

e Card type - there are three different types which can be selected - Track 2 is the standard
numeric data on most credit cards, Track 1 is the alphanumeric data on most credit cards,
and Infineer is a proprietary format used on magstripe format cards sold by the smartcard
company Infineer.

e No error checking - standard format of clock and data information includes parity bits for each
character as well as a LRC (longitudinal redundancy check). If this box is ticked then this
information is ignored; if the box is not ticked then if a card has an error inits parity or LRC it
is interpreted as a bad card read.

e Turn on diagnostics - if this is ticked then the data from the card is transmitted out the serial
port of the controller as it is processed. Sometimes this is used to interface with cash register
systems.

o Allow access to undefined cards - if this is ticked then any card which is not in the database
will be granted access. Cards which are in the database will have their access level checked
and authorised if applicable. This allows a situation where cards can be 'hotlisted’ as denied
by adding them to the database without adding every single other possible card to the
database.

e Match site code - this works in conjunction with the 'allow access to undefined cards' by
enforcing a match of some part of the card format to have a particular site code.

o Enforce length - this works in conjunction with the 'allow access to undefined cards' by
enforcing a match of the length of the card data.

Silkey

Wiegand
Presco

Clock and Data

Reader installation overview
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9
9.1

9.2

Output and input expansion

Expansion overview
With the CS system each controller can be expanded to have additional inputs and outputs.

Additional inputs are used as alarm inputs, door status inputs, exit request inputs, reader arming
inputs, elevator floor destination sensing inputs and elevator floor triggering inputs.

Additional outputs are used to control door strikes, for the various alarm area relay functions
(alarms, armed, disarmed, buzzer etc), to control the various floors in an elevator and to indicate
alarm conditions.

In some cases when input or output expansion is used this 'uses up' some of the inputs and
outputs of the controller and reduces the reader capacity of the controller.

This part of the manual describes the installation of the various types of input and output
expansion for the system.

A unique feature of the CS system is the ability to expand the inputs and outputs using Point
Identification Gadgets or PIGs. PIGs are addressable devices, each with a unique 1D, which can
be monitored and/or controlled from the controller. Using PIGs the inputs and outputs of the
controller can be easily expanded.

The following topics explain the PIGs and how they work and how they are configured.
Point Identification Gadgets (PIGs)
PIG boosters

The following topics describe the various ways of expanding the inputs and outputs of the system.

PIG-2

PI1G-3

PIGPEN

16-way input board
4-way relay board
16-way relay board

Point Identification Gadgets

Point Identification Gadgets or PIGs are electronic devices each of which have a unique ID (or
address). Multiple PIGs can communicate with the controller and provide additional inputs and/or
outputs on a single bus. An example of the layout of a system utilising PIGs is below.
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In the system above, the inputs on the controller have been expanded using a PIG bus connected
to the PIG1 terminal. Three 2-port PIGs (PIG-2's) have been added. This gives six additional
inputs which in this case are being used for connection to three exit buttons and three reed

switches.

PIGs all have an ID which is unique. They have two ports A and B - on a PIG2 these are both
inputs, on a PIG3 port A is a relay output and port B is an input. A PIGPEN has either 12 or 24
pigs each with two ports making a 24-input or 48-input board. PIGPENSs also have a PIG

configured with two relay outputs.

Cable requirements
PIG2's and PIG3's are supplied with RJ connected flat cable which can be used to connect them
to the PIG bus. If for any reason it is desired to lengthen the PIG bus this should be done with 3

pairs of Cat-5 cable (unshielded twisted pairs or UTP). It is important that the cable be unshielded
as otherwise the cable capacitance stops the PIGs from communicating.

Programming with PIGs
Pigs are programmed just like any other input. Anywhere that an input or output can be defined
there will be a ‘calculate’ button. Below is shown the calculate input screen.

Input calculator k x|
" Main board l—_|
 Expansion board [100r I it i [ =l
# PIG PIGID [1233547  Touch| Pot #A ©B
OK I Cancel |

If the input is on a PIG the ID can be entered, and port A or B selected. In this case a PIG has
been selected for the input, and port A will be used.

Registering PIGs

Itis also possible to register PIGs from the input calculator by clicking the "Touch' button. When
this is clicked, the controller which is defined as the registration controller (in Advent under
Admin/Workstation settings, and in PC3 under Technician/Site) will attempt to find any single PIG
connected to one of its valid PIG buses. If it finds one the PIG ID will be read and placed into the
PIG number field.

The PIG bus
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In the example above it can be seen that the PIGs are all connected in a 'daisy chain' to a single
input on the controller. In order for PIGs to be scanned on that port this must be enabled in the
software. This is done under Hardware/Controllers/Edit controller/Input options. The input options
screen is shown below.

Input aptions (new type) H

PIG tamper timeout |0 ~| PIG tamper retries [i} j

PIG change retries [0 ~| Pig timing value 1 =
Tamper relay _ j
Boosters fitted on CINTIZ T IN3M4 [ INS6 [ IN7/8
T PIGI2 [ OUT12[~ OUT3)4
Don't scan 1-wire bus on [~ N1 W INZ2 [ IN3 W IN4
I INS W ING I INY e ING

L\g: PIGT [ PIGZ
M OUTT FOUT2 [ OUTI K OUT4

Ok I Cancel |

On this screen, the '1-wire' bus refers to the PIG bus. Silkey readers and PIGs communicate
using the 1-wire bus. In the example above, 'Don't scan 1-wire bus' is not ticked for IN1, IN3, IN5,
IN7, PIG1 and PIG2. This means that PIGs can be monitored on any of these ports. The default
setting is that PIG1 and PIG2 are available for PIGs and the other ports are not available but this
can be changed from this screen.

Multiple devices can be monitored on a PIG bus. Any unused port can be used as a PIG bus.
With a PIG booster fitted, up to 25 PIGs (= 50 inputs) can be monitored on a single PIG bus, with
a maximum distance of up to 50m from the controller to the last PIG on the bus. The firmware
supports up to 250 inputs (= 125 2-port PIGs) per controller.

Tampers

The PIGs are communicated with via digital signals. The controller can detect whether a PIG is
online or not. If a PIG is not online it is referred to as being 'in tamper'. When it is in tamper the
inputs or outputs on the PIG cannot be monitored or controlled.

Multiple buses

Any unused input on the controller can be used for PIGs. When a PIG is programmed the
controller will search through all the available ports (the ones which do not have a tick in the 'don't
scan 1-wire bus' in the Hardware/Controllers/Edit controller/Input options screen) for each PIG. If
PIGs are moved from one bus to another then it may take a few seconds for the controller to
recognise that they have moved.

PIG parameters

On the Hardware/Controllers/Edit controller/Input options screen (as shown above) there are a
number of parameters which can be set for communication with the PIGs. The default settings for
these will probably be correct. The settings are:

o PIG tamper timeout - this sets the number of seconds that a PIG can be in tamper (offline)
before it is reported to the screen. If there are lots of 'nuisance’ timeout messages this setting
can be increased.

e PIG tamper retries - this sets how many times the controller will attempt to communicate with
each PIG before reporting that it is in tamper. In a noisy environment it may be necessary to
increase this.

e PIG change retries - this sets how many times the controller will attempt to verify a change in
state on an input. This can be increased to reduce the incidence of false alarms due to
electrical noise.

¢ PIG timing value - this sets an internal timing constant used when communicating with the
PIGs. The default value of 1 should not need to be altered.
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9.3

e Tamper relay - any relay on the controller can be defined as a 'tamper relay'. This relay will
operate if any PIG goes into tamper.

o Boosters fitted on - this indicates where PIG boosters are fitted.

e Don't scan 1-wire bus on - unticked boxes here can have PIG buses fitted. Obviously PIGs
cannot share ports with readers or other types of inputs, so only available ports should have
these boxes unticked. Generally PIGs are connected to the PIG1/PIG2 ports.

Links
Any ports used for PIGs cannot have their respective interrupt links in place. The links which must

be out are as follows:

Port used for PIG or booster Link which must not be in place
IN2 LK20
IN3 LK19
IN4 LK18
IN5, IN7 LK17
ING, IN8 LK8

PIG boosters
PIG-2

PIG-3

PIGPEN

16-way input board
4-way relay board
16-way relay board

Expansion overview

PIG boosters

The PIG booster is used whenever it is desired to improve the reliability of communications with
PIGs (or Silkey readers). Generally PIG boosters are recommended in any situation where the
PIGs are not situated directly adjacent to the controller. PIGs can be up to 50m from the controller
but must have PIG boosters fitted if there is any distance between the controller and the PIGs.

PIG boosters are fitted at the controller and use up an additional port to drive the signals to the
PIGs further. Below is shown a diagram of a PIG booster.

PIG
Booster

lack

-
L]

As shown, the booster has three flying leads. The black wire connects to GND, the white wire
connects to the PIG port being used for the PIG bus and the grey wire connects to the adjacent
port which is then used to drive the signals to the booster. A setting must be done in the software

to tell the system that the bus is to be driven by this adjacent port.

Any unused input on the controller can be used for connection of a PIG bus. When a booster is
fitted the adjacent port is 'used up' by the booster and extends the reliability of the bus. Because
Silkey readers communicate using a similar protocol to PIGs the booster also can be used to
extend the range of Silkey readers.
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An example will help to illustrate this.
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In the diagram above a booster has been fi

T W]

tted to the PIG bus being driven by PIG1. The booster

connects to PIG1 and PIG2. This is set up under Hardware/Controllers/Edit controller/Input

options. This screen is shown below.

Input options (new type)

PIG tamper timeout ||:| 'I PIG tamper retries
PIG change retries |u 'I Pig timing value

Tamper relay |

Boosters fitted on

Don't scan 1-wire bus on

ok ]

IINTf2 [ IN3f4 [ INS/G
= %Gm I OUT1f21 OUT3}4
I

[ INTB

NNl FINZ [~ IM3 N4

[TING  ~INB [+ INT [~ INB

[TPIG1T W PIG2

FOoUuTl FOouT2 [+ O0UT3 K OoUT4
Cancel ]

Any unused input can be used for a PIG bus. If the bus is boosted then the adjacent input is used

up by the booster; inputs are grouped with

boosters as follows:
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PIG bus input (white Boosted input (grey
wire on booster) wire on booster) used
up
IN1 IN2
IN3 IN4
IN5 IN6
IN7 IN8
PIG1 PIG2
OouT1 ouT2
OuUT3 OouUT4

Boosters with Silkey readers

Boosters can also be used with Silkey readers to improve the reading distance of the reader. In
this case the booster is fitted with the white wire on the relevant input and the grey wire on the
adjacent port as in the table above; the appropriate 'boosters fitted on' setting must also be made
under Hardware/Controllers/Edit controller/Alarm options.

Point Identification Gadgets (PIGs)
PIG-2

PIG-3

PIGPEN

16-way input board

4-way relay board

16-way relay board

Expansion overview

PIG-2

The PIG-2 is a modular device with two inputs. It attaches to the PIG bus and provides a low-cost
convenient way to expand the input capacity of the system.

The PIG-2 is supplied in a white box with LED indicators. It has two 'RJ' connectors for connecting
the PIG-bus.

1871734

TECHMOLOGES
PIG 2

POWER —» [@
Puirt INPUT A -+ |@
esmficsbon

Gsdgel  PUTE -+ (B

The PIG-2 connects to the PIG-bus either directly to the controller or in a daisy-chain to the
previous PIG in the bus. Up to 25 PIGs may be connected to a single bus. It is recommended that
a PIG-booster also be fitted to ensure reliable communication with the PIGs.

The PIG-2 has two inputs which are indicated by the LEDs on the case. Each PIG-2 has a unique
ID which is used when programming it into the system. A diagram of the PIG-2 is shown below.
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The connectors for the PIG2 are RJ-12 connectors with 6 conductors. The connections for them
are as follows:

View from top
1 [_| B 1 White PIG data line
2 Black GND
3 Red +E5V
PIM 1
4 Green GND
PIM & 5 Yellow +12V
6 Blue GND
EEEEEE
N
T

The first PIG on the bus connects to the required port on the controller (in combination with a
PIG booster if desired) and then subsequent PIGs connect in a daisy-chain using the modular
connectors. Note that +12V is supplied in the RJ12 connector butis not actually used for PIG2's.
Itis however used for PIG3's and PIGPENS so it is recommended that the +12V be connected. It

is also recommended that all the GND connections be made to ensure a good path for the ground
return signals.

The PIG is programmed into the system in any place where an input can be used. The 'Calculate’
button is pressed and this will bring up the input calculator. Select the PIG radio button and then
enter the PIG number. Select the port A or B for the input and click OK. The calculator will work
out the appropriate number and store it in the controller so that the PIG can come online.

" Main board it numbe l—_|

" Expansion board [10a l_j it numbe [_:|

& PIG PIGID [1985365  Touch| Pot “A &8
[ ok | Concel | b

The devices connected to the PIG are any item which has a voltage-free contact e.g. a reed
switch, PIR etc.

For details about the PIG bus see the Point Identification Gadgets topic.

Point Identification Gadgets (PIGs)
PIG boosters

PIG-3

PIGPEN

16-way input board

4-way relay board
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16-way relay board

Expansion overview

95 PIG-3

The PIG-3 is similar to a PIG-2 except that instead of two inputs, it has one input and one output.
It connects to the PIG bus and allows easy expansion of the inputs and outputs of the controller.

The PIG-3 connects to the PIG-bus either directly to the controller or in a daisy-chain to the
previous PIG in the bus. Up to 25 PIG devices may be connected to a single bus. Itis
recommended that a PIG-booster also be fitted to ensure reliable communication with the PIGs.

The PIG-3 has one relay output (port A) (yellow LED) and one input (port B) (red LED). Each
PI1G-3 has a unique ID which is used when programming it into the system. A diagram of the PIG-

3is shown below.

COM
N/O
GND
INB

pwr@

P
RYk_J

: @

The connectors for the PIG3 are RJ-12 connectors with 6 conductors. Both connectors have the
same terminations and loop in and out of each PIG. The connections for them are as follows:

Wiew from top
1 U 5] 1 White PIG data line
2 Black GND
3 Red +5Y
PIN 1
4 Green GND
PIN & 5 Yellow +12V
3] Blue GND
egB5E 3
3 §3%

The first PIG on the bus connects to the required port on the controller (in combination with a
PIG booster if desired) and then subsequent PIGs connect in a daisy-chain using the modular
connectors. Itis recommended that all the GND connections be made to ensure a good path for
the ground return signals.

The PIG-3 has an input and an output. The input is on port B, and is programmed into the system
in any place where an input can be used. The 'Calculate' button is pressed and this will bring up
the input calculator. Select the PIG radio button and then enter the PIG number. Select the port B
for the input and click OK. The calculator will work out the appropriate humber and store it in the
controller so that the PIG can come online. The devices connected to the PIG are any item which

© 2003 CS Technologies



CS Technologies hardware installation guide Output and input expansion 94

9.6

has a voltage-free contact e.g. a reed switch, PIR etc.

Input calculator H

~ Main board Input number l_j

" Expansion board [loand numbes Iﬁ Input number lﬂ

~ PIG PIGID [1985365  Touch| Pont ©A &8
ITI Cancel | [%

The output is on port A and is programmed under the Hardware/Controllers/Edit controller/relay

screen. Pressing the 'Calculate’ button here will bring up the relay calculator. Select the PIG radio
button and then enter the PIG number.

Relay calculator (new type)

 Main board No. [ ~]

" fway expansion relay o, [—j

© 16-way expansion relay oo l—;| Mo l—;|

& PIG relay PIGno [1204856)  Touch | %A B
|T| Cancel | %

The relay has normally open contacts which are rated at 1A 12VDC.

For details about the PIG bus see the Point Identification Gadgets topic.

Point Identification Gadgets (PIGs)
PIG boosters

PIG-2

PIGPEN

16-way input board

4-way relay board

16-way relay board

Expansion overview

PIGPEN

The PIGPEN is a board which is fitted with either 24 or 48 inputs and two relay outputs.
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Essentially the board is 12 or 24 PIG-2's plus a PIG with two relay outputs attached. Each
individual PIG in the PIGPEN has an ID just like the PIG2 and the PIG3, and the board hangs off
the PIG bus just like the other PIG devices.

A diagram of the PIGPEN is below.
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On the left hand side of the PIGPEN are two RJ-12 connectors. These connectors are in parallel
and allow the PIG bus to be connected to the PIGPEN, and to other PIGs on the bus.

The connectors for inputs to the PIGPEN are modular 'Krone'-type connectors. A Krone tool is
required to terminate inputs into these terminals. The terminals have a commong GND terminal.
Maximum loop resistance for each input is approximately 20 ohms.

Each input has an LED indicator to show the status of the associated input.

There are links in the centre of the board for each PIG to allow the individual PIGs to be
connected to the PIG bus.

On the right hand side are two C-form relay outputs controlled by the 25th PIG on the PIGPEN.
Connecting the PIGPEN to the PIG bus

The connectors for the PIG2 are RJ-12 connectors with 6 conductors. The connections for them
are as follows:

View from top
1 I_I B 1 White PIG data line
2 Black GND
3 Red +E5V
PIM 1
4 Green GND
PIN & 5 Yellow +12V
6 Blue GND
EgEe
]
g tE

The first PIG on the bus connects to the required port on the controller (in combination with a
PIG booster if desired) and then subsequent PIGs connect in a daisy-chain using the modular
connectors. Note that +12V is supplied in the RJ12 connector butis not actually used for PIG2's.
It is however used for PIG3's and PIGPENS so it is recommended that the +12V be connected. It
is also recommended that all the GND connections be made to ensure a good path for the ground
return signals.
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Using the PIGPEN

The PIGPEN connects to any PIG bus on the controller. It is recommended because of the
number of devices in the PIGPEN that a PIG-Booster be used. Up to 25 PIGs can be connected
to a single PIG bus i.e. one PIGPEN-48 can be used on a single PIG bus.

Programming the PIGPEN

The PIGPEN is supplied with a list of the PIG ID numbers for each PIG on the PIGPEN. The
PIGPEN inputs are programmed into the system in any place where an input can be used. The
‘Calculate’ button is pressed and this will bring up the input calculator. Select the PIG radio button
and then enter the PIG number. Select the port A or B for the input and click OK. The calculator
will work out the appropriate number and store it in the controller so that the PIG can come online.

" Main board it numbe I—_|

" Expansion board o l_j it numbe [_:|

& PIG PIGID [1985365  Touch| Pot “A &8
[ ok ] Concel | B

The devices connected to the PIG are any item which has a voltage-free contact e.g. a reed
switch, PIR etc.

The PIGPEN relay outputs can be programmed under the Hardware/Controllers/Edit
controller/relay screen. Pressing the 'Calculate’ button here will bring up the relay calculator.
Select the PIG radio button and then enter the PIG number. Select port A or B for relay A or B on
the PIGPEN.

" Main board M. ﬁ

" d-way expansion relay Mo [—:I

© 16-way expansion relay oo I—_| N I—_|

& PIG relay PIG no [1294856 Touch | a4 B
ok | Cancel | b

The relay has normally open contacts which are rated at 2A 24VDC.

Point Identification Gadgets (PIGs)
PIG boosters

PIG-2

PI1G-3

16-way input board

4-way relay board

16-way relay board

Expansion overview
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9.7

16-way input board

The 16-way input board allows expansion of the inputs on the controller in groups of 16. Each
input board has an address and a maximum of 15 additional 16-way input boards can be added to
the system to give up to 250 inputs on the system.

Input boards allow monitoring of 16 inputs. The inputs are opto-isolated and can operate in three
modes:
- dry contact, where the devices monitored have arelay or other type of voltage-free contact
- elevator mode, where the devices monitored have a voltage output with a common reference.
- voltage sensing, where the devices monitored have a voltage output

These modes are described in further detail below.

Connecting the 16-way input board

The 16-way input boards connect to the expansion port on the controller via a ribbon cable.
Additional 16-way input or output expansion boards are added by connecting another ribbon
cable from the output of the board to the input of the next one and so on, as depicted below. The
ribbon cable must be connected so that pin 1 on the expansion port (on the left) connects to pin 1
on the expansion board (at the top) and so on.
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Each input board must have its address selected on the 16-way rotary switch. Usually the first
board is numbered as 0, the second board is numbered as 1 and so on. Input boards must all
have a unique address; however input boards can be numbered the same as relay output boards.

Controller configuration

Having input expansion boards fitted to the controller ‘uses up' all the inputs on the controller
except those for reader 1 (IN1, IN2 and OUT1). If 16-way input boards are fitted the on-board
inputs are not available.

The controller must be configured with LK3 UP and LK19, LK18, LK17 and LK8 off.

Configuring the input board
A diagram of the input board is shown below.
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The input board has 16 connectors for the inputs, links to configure the way the inputs work and
connectors for power. The rotary switch is used to set the address of the input board. The links on
the board are as follows:

e LK1-16 - these links are in pairs and allow configuration of the inputs for the various possible
modes of operation (described below).

e K17 - used to set the power supply input. LK17 is UP if the power is provided viathe ALT
POWER IN terminals (JP19). The power needs to be 12VDC. LK17 is DOWN if the power is
provided via the ribbon cable. A maximum of three input boards can be powered via the
ribbon cable.

e LK18 - this link is used for production testing of the board and is OFF in normal operation

Input board power

The input board can be powered either through the ribbon cable or from an external supply via
the 'Alt Power In' terminals. The input board requires 300mA at 12VDC to operate. If powered by
an external supply the link LK17 (green on the above diagram) should be UP; if powered through
the ribbon cable the link LK17 should be DOWN.

If powered by an external supply all the OV lines of the power supplies for the controllers and
input boards should be tied together to give a common 0OV reference.

If powered by the ribbon cable a maximum of three input expansion boards can be connected
(due to current requirements and voltage drop).

Input modes

The input board can operate in three modes, depending on the requirements. Regardless of the
mode, whenever the input is abnormal the associated LED will be on. This provides convenient
visual feedback of the input state.

e Dry contact mode

In this mode voltage-free contacts (like reed switches or movement detectors) can be
connected to each input. This requires a voltage to be provded to the 'dry contact supply'
terminals. Most commonly this is looped around from the "Alt Power In' terminals if the board is
externally powered.

In this mode the two links adjacent to each input must both be ON.

The 'dry contact supply' can be any voltage 5-50VAC or DC. It is not polarity-sensitive.
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e Elevator mode (voltage sensing with common supply)

In this mode a common voltage can be sensed on all the inputs. The reference of the common
voltage is connected to the COMMON terminals and the voltages to be sensed are connected
to the input closest to the links. This is referred to as 'elevator mode' because this is typically
how floor destination can be sensed from elevator control wiring.

In this mode the link furthest away from the edge of the PC must be on for each input as in the
diagram below. The voltage to be sensed is terminated on the connector closest to the link for
each input. There are two 'COMMON' terminals - either of them can be used for this mode.
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e Voltage sensing (individual supply) mode

In this mode each input can sense a voltage, and the voltages do not need to have a common.
The middle two links for each input are connected, and the voltage is simply applied across the

inputs.
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Using 16-way input boards

16-way input boards are used as alarm inputs and with elevator systems for floor destination
reporting and intercom inputs. Wherever an input can be used in the system a 'calculate’ button
will appear. Clicking this button brings up the ‘input calculator'. If the input is on an input board
click the 'expansion board' radio button, select the board number and input number. This will
calculate the input number which corresponds to that input.

Input calculator E

" Main hoard

« Expansion board Board number

" PIG FIG |1

ok ]

|—$| (ol r:[%

.
III_H Input number [3_3

Cancel |

Point Identification Gadgets (PIGs)
PIG boosters

PIG-2

PIG-3

PIGPEN

4-way relay board

16-way relay board

Expansion overview

4-way relay board

The 4-way relay board provides a simple way to expand the number of outputs by just a few
outputs. Up to three 4-way relay boards may be added to make a total of up to 16 relays. Note
that each expansion relay board 'uses up' inputs and outputs on the board so generally only a
single reader is fitted to controllers with 4-way relay boards being used. Also it is not possible to
mix 4-way relay boards with 16-way relay or expansion boards.
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The 4-way relay board connects to the expansion port of the controller via a ribbon cable.
Additional 4-way relay boards connect to the first one via the 16-way header on the edge of the
board. A diagram of the 4-way relay board is below.
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NC4
Com4
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The board has four 'form-c' relay contacts, a connector on the left hand side for the ribbon cable
(or to plug into the previous 4-way board), a connector for power and a link.

Power to the board can be provided either by the ribbon cable or from an external supply. If the
power is supplied by the ribbon cable LK1 should be DOWN. If the power is supplied from the
external GND/+12V connector then LK1 should be UP. If powered externally the 0V lines of the
supply should be connected to the power supply for the controller to ensure a common 0V
reference.

The first expansion board (relays 5-8) connects to the controller via a ribbon cable. The ribbon
cable will have one wire which has atrace on it. This trace indicates pin 1 which is to the LEFT on
the controller and to the TOP on the relay board. Additional relay boards simply plug into the first
board to make a maximum of 12 expansion relays or 16 relays in all including the on-board
relays.
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Inputs occupied
4-way expansion relay boards 'use up' inputs and outputs on the boards as follows:

4-way expansion board |Relays added |Inputs used up
4-way expansion board 1  |Relays 5-8 Uses up inputs IN3, OUT2, OUT3 and OUT4
4-way expansion board 2  |Relays 9-12 Uses up inputs IN5, IN6, IN7 and IN8

4-way expansion board 3  |[Relays 13-16 Uses up inputs IN4, PIG1 and PIG2

Controller links

For the first expansion board fitted (relays 5-8), LK19 must be off.

For the second expansion board fitted (relays 9-12), LK17 and LK8 must be off.

For the third expansion board fitted( relays 13-16), LK18 must be off and LK3 must be UP.

More information about the controller links can be found in the controller links topic.

Power supply

Each 4-way expansion board requires about 300mA of power supply. 4-way relay expansion
boards cannot be used if the controller is powered by AC as the regulator on the controller is
unable to supply sufficient current.

Using 4-way relay boards

4-way relay boards are used as relay outputs for doors and with elevator systems for floor control.
Wherever arelay can be used in the system a 'calculate’ button will appear. Clicking this button
brings up the 'relay calculator'. If the relay is on a 4-way relay board click the '4-way expansion
relay' radio button, and select the relay from the drop-down list. This will calculate the relay
number which corresponds to that relay.
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" Main board M. [—_|

 d-way expansion relay Mo, []‘[Dl_.l—'l'a];|
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Point Identification Gadgets (PIGs)
PIG boosters

PIG-2

PIG-3

PIGPEN

16-way input board

16-way relay board

Expansion overview

9.9 16-way relay board

The 16-way relay board allows expansion of the relays on the controller in groups of 16. Each
relay board has an address and a maximum of 15 additional 16-way relay boards can be added to
the system to give up to 250 relays on the system.

Connecting the 16-way relay board

The 16-way relay boards connect to the expansion port on the controller via a ribbon cable.
Additional 16-way input or output expansion boards are added by connecting another ribbon
cable from the output of the board to the input of the next one and so on, as depicted below. The
ribbon cable must be connected so that pin 1 on the expansion port (on the left) connects to pin 1

on the expansion board (at the top) and so on.
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Each relay board must have its address selected on the 16-way rotary switch. Usually the first
board is numbered as 0, the second board is numbered as 1 and so on. Relay boards must all
have a unique address; however relay boards can be numbered the same as input boards.

Note that the above configuration shows two relay boards powered through the ribbon cable; in
fact this is not recommended as each relay board requires 1A so powering through the ribbon
cable is only recommended for a single relay board. Generally relay boards are externally

powered.

Controller configuration

Having relay expansion boards fitted to the controller 'uses up' all the inputs on the controller
except those for reader 1 (IN1, IN2 and OUTL1). If 16-way relay boards are fitted the on-board

inputs are not available.

The controller must be configured with LK3 UP and LK19, LK18, LK17 and LK8 off.
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Configuring the relay board
A diagram of the relay board is shown below.
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The relay board has 16 voltage-free form-C relay outputs rated at 2A 24VDC. It also has for the
inputs, links to configure the way the inputs work and connectors for power. The rotary switch is
used to set the address of the input board (0-F = 0-15). The links on the board are as follows:

e LK1 - used to set the power supply input. LK1 is UP if the power is provided via the ALT
POWER IN terminals (JP19). The power needs to be 12VDC. LK1 is DOWN if the power is
provided via the ribbon cable. A maximum of one relay board can be powered via the ribbon
cable.

e LK2 - this link is used for production testing of the board and is OFF in normal operation. If
the link is ON and the ribbon cables are disconnected, with external power supplied, then the
relay corresponding to the current position of the rotary switch will be ON.
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Relay board power

The relay board can be powered either through the ribbon cable or from an external supply via
the "Alt Power In' terminals. The relay board requires 1A at 12VDC to operate. If powered by an
external supply the link LK1 should be UP; if powered through the ribbon cable the link
LK171should be DOWN.

If powered by an external supply all the 0V lines of the power supplies for the controllers and
input boards should be tied together to give a common 0V reference.

If powered by the ribbon cable only one relay board can be connected (due to current
requirements and voltage drop).

Using 16-way relay boards

16-way relay boards are used as relay outputs for doors and with elevator systems for floor
control. Wherever a relay can be used in the system a 'calculate’ button will appear. Clicking this
button brings up the 'relay calculator'. If the relay is on a 16-way relay board click the 'expansion
board' radio button, select the board number and input number. This will calculate the relay
number which corresponds to that relay.

Relay calculator (new type) H
" Main board )
 d-way expansion relay | .

* 16-way expansion relay Board |p - MNo. |7 - [}‘3
~ PIG lﬁl!"_l,l" PG no ouch A CF
0K | Cancel |
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Point Identification Gadgets (PIGs)
PIG boosters

PIG-2

PIG-3

PIGPEN

16-way input board

4-way relay board

Expansion overview
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10 Glossary
10.1 Glossary

The glossary contains definitions of commonly used terms in this manual.

Controller
Firmware
Reader
Credential
/0

PIG

10.2 Controller

The controller is the 'intelligent' black box which is the heart of the CS system. The controller can
operate up to 4 doors, or an elevator or a series of alarm areas.
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10.3 Firmware
Firmware is the electronic 'program’ which is loaded into the controller. By changing the firmware
it is possible to change the functionality of the controller.
There are two 'standard’ types of firmware.

Door firmware - has capacity for up to four readers as well as alarm areas. This firmware is used
for all applications except for elevators.

Elevator firmware - has capacity for a single reader which can trigger up to 250 outputs. This
firmware is used for control of elevators.

Glossary
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10.4 Reader
A reader is connected to the controller. It reads 'credentials' to identify a user to the system.

Examples of readers include keypads, mag-stripe readers, silkey readers, fingerprint readers,
proximity readers etc.

Glossary

10.5 Credential

The credential is what identifies a user to the system. Itis read by the reader. Examples of
credentials include silkeys, cards, PIN numbers, fingerprints etc.

Glossary

10.6 1/O
Refers to Input or Output. On the controller there are 8 digital inputs IN1-IN8,
four digital outputs OUT1-OUT4
two PIG bus drivers PIG1-PIG2

All these collectively are referred to as the controller Input/Output or I/O.

Glossary

10.7 PIG
A PIG is a Point Identification Gadget. Each PIG has a unique ID which is used to identify it on

the PIG bus. PIGs can be used to expand the inputs and outputs of the controller in a very cost-
effective and flexible manner.

Glossary
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